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Artificial Intelligence Addendum
This Artificial Intelligence Addendum applies to all AI acquisitions under the Contract or any encumbering documents. 
1. Definitions: 
a. Artificial Intelligence (AI): shall mean machine-based systems that can, for a given set of human-defined objectives, make predictions, recommendations or decisions influencing real or virtual environments. AI systems use machine and human-based input to perceive real and virtual environments; abstract such perceptions into models through analysis in an automated manner, and use model inference to formulate options for information or action.
b. AI System(s) shall mean any data system, software, hardware, application, tool or utility that operates in whole or in part using AI. 

2. Use Restrictions and Prior Disclosure Requirements. 
a. Supplier shall disclose any use of AI functionality in the acquisition’s scope or deliverables.
b. Supplier shall not enable adaptive, autonomous, or generative AI capabilities without express written approval from the State of Oklahoma’s Chief Information Officer (“CIO”).
c. Supplier shall clearly distinguish any AI-generated output or decision from human-produced content.

3. Data Use and Model Training 
a. No confidential or regulated Customer Data (including usage data, metadata, prompts, or responses) may be used to train, fine-tune, or improve any public AI System unless:
i. Explicitly authorized in applicable Contract documents by the CIO; 
b. Supplier shall provide a data-use statement identifying whether and how Customer Data interacts with any AI models.

4. Bias Protection and Ethical Data Use 
a. The Supplier acknowledges that the State of Oklahoma and its political subdivisions are committed to equal protection, due process, and non-discrimination under the U.S. and Oklahoma Constitutions and applicable laws. The Supplier shall ensure that all AI systems comply with these principles and do not discriminate, violate individual rights, or disproportionately impact protected classes.
The Supplier shall comply with all Chief Information Officer (“CIO”) standards, including the AI CIO Standard. 
b. AI System Requirements and Ethical Considerations
i. The Supplier shall ensure that all AI Systems deployed under this Contract produce decisions that are explainable and traceable. The Supplier shall maintain and provide, upon request, clear and comprehensive documentation that describes the data inputs, model logic, decision-making processes, and rationale for outcomes in a manner that is understandable to technical and non-technical stakeholders. This documentation must be sufficient to enable the State to assess the fairness, accountability, and transparency of the AI System.
ii. AI Systems provided under this Contract shall not be designed, trained, or deployed in a manner that results in unlawful discrimination or a disparate impact on individuals or groups based on protected characteristics, including but not limited to race, color, religion, sex, national origin, disability, age, or genetic information, as defined by applicable federal and state laws. The Supplier shall implement appropriate testing, evaluation, and mitigation measures to detect and prevent such impacts and shall provide the State with documentation demonstrating such measures upon request.
1. If AI models are found to exhibit bias or ethical concerns, the Supplier must take immediate corrective action and provide written evidence thereof to the State no less than 72 hours after the corrective action was taken.
iii. The Supplier shall ensure that all AI Systems provided under this Contract are regularly monitored to verify ongoing compliance with applicable ethical guidelines and regulatory standards. For purposes of this clause, "ethical guidelines and regulatory standards" include: (I) applicable federal laws, rules, and regulations governing the use of AI and AI systems; (II) applicable National Institute of Standards and Technology (NIST) standards and guidance relating to the development, deployment, and governance of AI; and (III) applicable state laws, rules, and regulations of the State of Oklahoma. The Supplier shall promptly notify the State in writing of any material noncompliance or deviation from these standards and shall take all necessary corrective actions to remedy such noncompliance. Upon request, the Supplier shall provide the State with documentation demonstrating its compliance monitoring processes and the results of such monitoring. Supplier shall provide a report of Supplier’s ethical AI standards on an annual basis, or more often as requested by the State but not to exceed quarterly. 
c. Bias Detection and Mitigation
i. The Supplier shall conduct regular bias testing using industry-recognized methodologies and provide reports to the State upon request.
ii. If bias or discriminatory impacts are identified, the Supplier shall notify the State within 72 hours and shall implement corrective measures within a timeframe agreed to by the parties.
iii. The State reserves the right to suspend or terminate, without penalty to the State, any AI systems that fail to mitigate bias adequately.
d. Monitoring and Performance
i. AI systems must be regularly monitored to ensure accuracy, reliability, and compliance with contractual obligations.
ii. The Supplier shall provide performance reports, including accuracy metrics, error rates, and identified issues, quarterly and as requested by the State.
1. Any reports provided pursuant to this section shall be provided to the CIO and requesting Customer. 
iii. The State reserves the right to require modifications or discontinue AI systems without penalty that fail to meet performance standards.
e. Compliance with Laws and Regulations
i. The Supplier must comply with all applicable laws and regulations governing AI use, data protection, and non-discrimination.
ii. The Supplier shall also comply with any new federal or state regulations related to AI development, implementation, and oversight.
5. Hosting and Infrastructure Requirements 
a. All AI-related Customer Data processing and model execution shall be performed exclusively on infrastructure located within the United States, unless the CIO provides prior written authorization to the contrary.
b. The Supplier shall not access, store, or transmit Customer Data outside the United States, nor utilize offshore personnel for AI system development, maintenance, or support, without the Oklahoma CIO’s express written approval.
c. Prior to deploying or activating any AI System in a production or live environment, the Supplier must undergo a security risk assessment and obtain a formal Authority to Operate (ATO) from the State.

6. Incident Response and Risk Management
a. Any Data Breach or misuse involving an AI System must be reported to the State within 24 hours. 
b. Supplier must maintain internal controls for incident detection, triage, and containment, including the ability to shut down or restrict access to the AI System in real time. 

7. Indemnification and Liability
a. In addition to the indemnification obligations agreed to in the Contract between Supplier and State, the Supplier shall indemnify, defend, and hold harmless the State and Customer for any claim, investigation, or penalty arising from: 
i. Misuse or malfunction of Supplier’s AI System(s);
ii. Harm caused by AI outputs (examples: defamation, discrimination, privacy violation, etc.)
iii. Unauthorized training or data use; 
iv. Copyright, IP, or licensing violations due to AI-generated content. 
b. The Supplier’s total liability to the State for any and all claims arising out of or related to the performance, use, or failure of any AI Systems provided under this Contract shall be the greater of Twenty Million Dollars ($20,000,000) or the limitation of liability cap otherwise agreed to in this Contract.

8. Ownership and Intellectual Property Rights
a. State Ownership of Developed and Modified Software. Any AI software, generative AI models, algorithms, data structures, code, documentation, or other intellectual property (collectively “Deliverables”) developed or modified exclusively for the State under this Contract shall be owned by the State and shall further be the sole and exclusive property of the State. This includes, but is not limited to: 
i. Custom software or models created to meet the State’s specific requirements. 
ii. Enhancements, modifications, or adaptations made to pre-existing software that are developed exclusively for the State’s use. 
iii. Any outputs generated by AI systems developed under this Contract or any encumbering documents that are unique to the State’s operations, datasets, or business needs. 
b. Assignment of Rights. The Supplier hereby irrevocably assigns, transfers, and conveys to the State all rights, title, and interest in and to the Deliverables, including all associated intellectual property rights. This assignment includes, without limitation, all copyrights, patent rights, trade secret rights, and any other proprietary rights arising from or related to the Deliverables. 
c. The Supplier and State agree that any Deliverables developed exclusively for the State under this Contract or any encumbering documents shall be considered “work made for hire” under applicable copyright law, with all ownership rights vesting in the State. To the extent any Deliverables do not qualify as “work made for hire,” the Supplier agrees to assign all ownership rights to the State as described above. 
d. Pre-Existing Supplier IP. The Supplier shall retain ownership of any pre-existing intellectual property or proprietary tools, algorithms, libraries, or software that are used to develop the Deliverables, provided such pre-existing intellectual property is identified and disclosed to the State before its use. However, the Supplier grants the State a perpetual, royalty-free, irrevocable, non-exclusive license to use and modify any pre-existing intellectual property embedded in or necessary for the operation of the Deliverables developed or modified for the State. 
e. Licensing of Supplier-Owned Software. If the Supplier provides AI or generative AI software that is not developed exclusively for the State but is integrated as part of the Deliverables, the Supplier grants the State a perpetual, royalty-free, irrevocable, non-exclusive license to use and modify such software for the State’s purposes. This license shall include the right to use the software with any future versions, modifications, or enhancements provided by the Supplier. 
f. The Supplier acknowledges that all Customer Data, which may be inputs into the AI system, used in the development, training, or testing of AI models remains the exclusive property of the State. The Supplier shall not use Customer Data for any purpose beyond fulfilling its obligations under this Contract, including training any AI or other product not exclusively for the State or Customer’s use. Any outputs, models, or derivatives derived from Customer Data shall be owned solely by the State.
g. If the Supplier incorporates third-party intellectual property or open-source components into the Deliverables, the Supplier shall obtain the State’s prior written approval and obtain any licenses necessary to use the included third-party intellectual property at no additional charge to the State.

9. AI Subcontractors and Tools
a. Supplier must disclose all third-party models, Application Program Interfaces (“APIs”), or components used in the delivery of AI Systems;
b. Any change in third-party AI tools or models during the term of the Contract must be disclosed and approved in advance;
c. Supplier remains fully responsible for all AI-related obligations, regardless of subcontractor use.

10. Data Classification and Data Tagging 
a. The Supplier shall implement and maintain controls to ensure that all data processed, accessed, or generated by AI Systems is classified. At a minimum, the following classifications must be applied to all data used in or produced by AI Systems: 
i. Public;
ii. Non-Public Data;
iii. Confidential; and 
iv. Regulated or Restricted (e.g., PHI, CJI, PII, or FTI).
b. The Supplier shall tag all Customer Data used in AI Systems with appropriate metadata that enables traceability, access control, and auditing. Metadata tags must include, at a minimum: 
i. Data classification level. 
ii. Data source and custodial agency.
iii. Timestamp of creation or ingestion.
iv. Purpose of use (e.g., training, inference, tuning, or storage).
v. Retention policy and expiration date.


11. Data Lineage, Audit Logging, and Tooling Requirements 
a. The supplier shall implement processes and controls to ensure traceability and auditability of all Customer Data used in AI Systems, including the following: 
i. Data Lineage and Provenance Tracking
1. The Supplier shall maintain an end-to-end data lineage record that documents how Customer Data is sourced, transformed, and used within the AI Systems. This includes: 
a. Original data source and ingestion details.
b. Data transformations, preprocessing steps, and model interactions.
c. All outputs generated based on Customer Data inputs.
d. Identity of systems or users accessing or modifying the data. 
ii. Immutable Audit Logging
1. The Supplier must implement immutable, tamper-evident audit logging for all AI Systems that process Customer Data. Audit logs must: 
a. Record all access, processing, transfer, and deletion of Customer Data.
b. Include the user identity (human or system), timestamp, and action taken.
c. Be retained for a minimum of five (5) years, or longer if required by law or contract. 
d. Be made available to the State upon request and during audits. 
iii. Auditability of the Data Path System
1. The Supplier shall ensure the full data path – from ingestion through model interaction to output – is auditable by the State or its designated third-party reviewers. This includes: 
a. Access to lineage, audit logs, model input/output mapping, and system execution records.
b. Traceability of any decision or model output back to originating datasets.
c. Documentation and tooling to support explainability for internal or public inquiries. 
b. Third Party or Cloud System Logging
i. If any third-party APIs, tools, or cloud environments are used to host or process AI workloads, the Supplier shall: 
1. Enable and retain platform audit logs. 
2. Provide the State with read-only access or log extracts upon request. 
3. Ensure the external systems meet or exceed State audit and compliance standards. 

12. Audit Rights 
a. The State or CIO may conduct audits to ensure AI or AI Systems are not being used without prior approval and to verify that approved AI or AI Systems remain in compliance with state policies, security standards and regulatory requirements. 
i. Role-based access control (RBAC) must be enforced for all personnel and systems interacting with classified Customer Data. The Supplier shall log all administrative and privileged access and maintain access logs for audit review. 
b. All AI or AI Systems will be reviewed during the procurement stage and if awarded a multi-year contract, auditing may be required before a renewal is completed. Once an AI or AI System is approved, it may be subject to continuous monitoring throughout its use to ensure ongoing compliance. At the State’s discretion, any AI or AI System may be audited at any time to ensure: 
i. State and federal law; 
ii. Conformance with state standards; 
iii. Applicable regulations; 
iv. Bias testing; 
v. Data privacy compliance; and 
vi. Any other AI compliance requirements.

13. Reporting
a. The Supplier shall implement data tagging and classification mechanisms sufficient to support the requirements of this Contract. The State reserves the right to: 
i. Provide metadata tagging or data governance tool for Supplier use, which the Supplier must integrate into its workflows as directed by the State; or
ii. Require the Supplier to submit a standardized data classification and lineage report that includes: 
1. Data source;
2. Classification level;
3. Intended use;
4. Retention policy; and
5. Data flow and lineage diagram. 
b. The report must be submitted at a frequency determined by the State (but no less than annually) and be signed by a responsible technical officer from the Supplier’s organization. 

14. Survival and Precedence 
a. Notwithstanding any other provision, the terms and obligations set forth in this AI Addendum shall survive the expiration or termination of the Contract.
b. In the event of any conflict or inconsistency between the terms and conditions of this AI Addendum and the Contract, the terms of this AI Addendum shall prevail and govern. Except to the extent of such conflict or inconsistency, all other terms and conditions of the Contract and Contract Documents shall remain in full force and effect.

15. Data Return and Post-Termination Use Restrictions for AI Systems
a. Upon the expiration, suspension, or termination of this Contract for any reason, the Supplier shall promptly return to the State all data, datasets, and derived data used by or incorporated into any AI System provided under this Contract or any encumbering documents, including any State-provided or State-owned data used for training, tuning, inference, or operational purposes. Such data shall be returned in a format and manner that is readily usable and accessible by the State and as agreed to by the parties in writing.
b. The Supplier shall permanently cease all use of such data and shall not retain, use, disclose, or otherwise exploit any portion of it for any purpose following return, including but not limited to continued model training, model refinement, or commercial development. The Supplier shall certify in writing, upon request, that all such data has been returned or securely destroyed in accordance with applicable law and contractual requirements.

16. Termination for AI System Deviation, Performance Degradation, or Material Modification
a. The State may terminate this Contract, in whole or in part, upon written notice to the Supplier if any AI System provided under this Contract: 
i. Materially deviates from its approved, documented, or intended behavior; 
ii. Experiences a material decline in performance, including degradation in functionality, accuracy, reliability, explainability, or fairness; or
iii. Is materially modified from the version initially purchased, evaluated, or approved by the State, including but not limited to changes in model architecture, training data, algorithmic behavior, or integration methods, without the CIO’s prior written consent. 
b. A “material deviation” or “material modification” includes, but is not limited to any alteration that impacts the AI System’s compliance with applicable law, ethical or technical standards, procurement representations, or intended purposes as defined in the Contract. 
c. The State may, but is not required to, provide the Supplier with an opportunity to cure within a reasonable period specified in the notice. 
d. Termination under this provision shall be deemed for cause and shall not entitle the Supplier to any termination fees, penalties, or other compensation. The Supplier shall promptly refund the State a pro rata refund of any prepaid fees covering the period following the effective date of termination.
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