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Cyber actors target K-12 distance learning education to cause disruptions and steal data
2020 has brought the whole world online. Teleworking, gatherings with friends and family, and virtual school has become the norm. With more people online, it’s important to watch out for cyber attackers in all areas – especially schools doing distance learning. 
According to the National Cyber Security Alliance, “K-12 educational institutions are experiencing more disruptions of distance learning efforts by cyber actors via ransomware, malware, video conference disruptions, and distributed denial-of-service attacks.” 
Malicious cyber actors are expected to continue seeking opportunities to exploit the evolving remote learning environment. Phishing, obtaining personal information and requesting to perform tasks are just some of the ways these attackers are presenting to students, parents, faculty, IT personnel and other individuals involved in distance learning.

Be aware of these attacks and prepare your organizations by remembering to implement these practices:
Patch operating systems, software, and firmware as soon as manufacturers release updates. 
Regularly change passwords to network systems and accounts, and avoid reusing passwords for different accounts. 
Use multifactor authentication where possible. 
Audit user accounts with administrative privileges and configure access controls with least privilege in mind. 
Identify critical assets such as student database servers and distance learning infrastructure; create backups of these systems and house the backups offline from the network. 
Implement network segmentation. Sensitive data should not reside on the same server and network segment as the email environment. 
Set antivirus and anti-malware solutions to automatically update; conduct regular scans. 
View the linked Joint Cybersecurity Advisory to learn more.
Contact okisac@omes.ok.gov for questions and assistance.
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