Oklahoma Health Care Authority

The Oklahoma Health Care Authority (OHCA) values your feedback
and 1nput. 1t is very important that you provide your comments
regarding the proposed rule change by the comment due date.
Comments can be submitted on the OHCA®"s Proposed Changes Blog.

OHCA COMMENT DUE DATE: January 16, 2018

The proposed policy was presented for Tribal Consultation on
September 5, 2017 and to the Medical Advisory Committee on
September 21, 2017 as an Emergency rule. The proposed Permanent
Rule is scheduled to be presented to the OHCA Board of Directors
on February 8, 2018.

Reference: APA WF # 17-13

SUMMARY :

Signature Requirements Revisions - The proposed signature
requirements rules will reinstate the 2011 policy regarding the
timeframe expectation for the authentication of medical records.

LEGAL AUTHORITY:
The Oklahoma Health Care Authority Act, Section 5007 (F)(1) and
(3) of Title 63 of Oklahoma Statutes; Section 5003 through 5016
of Title 63 of Oklahoma Statutes; The Oklahoma Health Care
Authority Board

RULE IMPACT STATEMENT:

STATE OF OKLAHOMA
OKLAHOMA HEALTH CARE AUTHORITY

TO: Tywanda Cox
Federal and State Policy

FROM: Demetria Bennett
Federal and State Authorities

SUBJECT: Rule Impact Statement
APA WF # 17-13

A. Brief description of the purpose of the rule:

The proposed electronic records/electronic signatures and
signature requirements policy revisions reverse the 3 day
signature language back to the policy that was in place from
2011 to September 1, 2017.


http://okhca.org/PolicyBlog.aspx

The proposed revisions clarify that the authentication of
medical records 1iIs expected on the day the record is
completed. The revisions also clarify that the signature of
the rendering provider and date entry 1iIs expected within
three business days from the day the record is completed if
the record 1is being transcribed. We request that this
previously approved emergency rule be promulgated as a
permanent rule.

A description of the classes of persons who most likely will
be affected by the proposed rule, including classes that will
bear the cost of the proposed rule, and any information on
cost impacts received by the agency from any private or
public entities:

SoonerCare providers will be impacted by the proposed rule,
as the revisions allow Tflexibility for the authentication
timeframe of medical records. No classes will bear cost
related to the proposed rule.

A description of the classes of persons who will benefit from
the proposed rule:

As previously mentioned SoonerCare providers will benefit
from the proposed rule change as i1t allows flexibility for
the authentication timeframe of medical records.

A description of the probable economic impact of the proposed
rule upon the affected classes of persons or political
subdivisions, including a listing of all fee changes and,
whenever possible, a separate justification for each fee
changes:

There 1s no probable economic impact and there are no fee
changes associated with the rule changes for any classes of
persons or any political subdivision.

The probable costs and benefits to the agency and to any
other agency of the i1mplementation and enforcement of the
proposed rule, the source of revenue to be wused for
implementation and enforcement of the proposed rule, and any
anticipated effect on state revenues, iIncluding a projected
net loss or gain in such revenues if i1t can be projected by
the agency:

Agency staff determined during the promulgation of the
emergency rule that the proposed rule is budget neutral.
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A determination of whether implementation of the proposed
rule will have an economic impact on any political
subdivisions or require their cooperation in implementing or
enforcing the rule:

The proposed rule will not have an economic impact on any
political subdivision or require their cooperation in
implementing or enforcing the rule.

A determination of whether implementation of the proposed
rule will have an adverse effect on small business as
provided by the Oklahoma Small Business Regulatory
Flexibility Act:

The agency does not anticipate that the proposed rule will have
an adverse effect on small businesses.

An explanation of the measures the agency has taken to
minimize compliance costs and a determination of whether
there are Jless costly or non-regulatory methods or |less
intrusive methods for achieving the purpose of the proposed
rule:

The agency has taken measures to determine that there are no
other legal or less costly methods to achieve the purpose of
the proposed rule. Measures included a formal public comment
period and tribal consultation.

A determination of the effect of the proposed rule on the
public health, safety and environment and, if the proposed
rule 1s designed to reduce significant risks to the public
health, safety and environment, an explanation of the nature
of the risk and to what extent the proposed rule will reduce
the risk:

The proposed rule should not have any effect on the public
health, safety or environment. The proposed rule 1is not
designed to reduce significant risks to the public health,
safety or environment.

A determination of any detrimental effect on the public
health, safety and environment i1f the proposed rule is not
implemented:

The agency does not anticipate any detrimental effect on the
public health, safety or environment i1f the proposed rule 1is
not implemented.



K. The date the rule impact statement was prepared and 1if
modified, the date modified:

The rule 1mpact statement was prepared August 28, 2017.

TITLE 317. OKLAHOMA HEALTH CARE AUTHORITY
CHAPTER 30. MEDICAL PROVIDERS-FEE FOR SERVICE

SUBCHAPTER 3. GENERAL PROVIDER POLICIES
PART 1. GENERAL SCOPE AND ADMINISTRATION

317:30-3-4.1. Uniform Electronic Transaction Act
These rules regulate the format, use, and retention of
electronic records and sighatures generated, sent, communicated,
received, or stored by the Oklahoma Health Care Authority
(OHCA), 1n conformity with the Uniform Electronic Transaction
Act, Tfound at Section 15-101 et seq. of Title 12A of the
Oklahoma Statutes.
(1) Use of electronic records and electronic signatures. The
rules regarding electronic records and electronic signatures
apply when both parties agree to conduct Dbusiness
electronically. Nothing In these regulations requires parties
to conduct business electronically. However, should a party
have the capability and desire to conduct business
electronically with the OHCA, then the following guidelines
must be adhered to:
(A) Only employees designated by the provider®s agency may
make entries iIn the member®s medical record. All entries
in the member®"s medical record must be dated and
authenticated with a method established to identify the
author. The i1dentification method may include computer
keys, Private/Public Key Infrastructure (PKIs), voice
authentication systems that utilize a personal
identification number (PIN) and voice authentication, or
other codes. Providers must have a process in place to
deactivate an employee®"s access to records upon
termination of employment of the designated employee.
(B) When PKIls, computer key/code(s), voice authentication
systems or other codes are used, a signed statement must
be completed by the agency"s employee documenting that the
chosen method 1i1s under the sole control of the person
using it and further demonstrate that:
(i) A TLlist of PKIls, computer key/code(s), voice
authentication systems or other codes can be verified;



(i1) All adequate safeguards are maintained to protect
against improper or unauthorized use of PKIs, computer
keys, or other codes for electronic signatures; and
(ii1) Sanctions are in place for improper or
unauthorized use of computer key/code(s), PKls, voice
authentication systems or other <code types of
electronic signatures.
(C) There must be a specific action by the author to
indicate that the entry i1s verified and accurate. Systems
requiring an authentication process include, but are not
limited to:
(1) Computerized systems that require the provider®s
employee to review the document en-Hneonline and
indicate that it has been approved by entering a unique
computer key/code capable of verification;
(i1) A system in which the provider®s employee signs
off against a list of entries that must be verified iIn
the member®s records;
(iti) A mail system that sends transcripts to the
provider®s employee for review;
(iv) A postcard identifying and verifying the accuracy
of the record(s) signed and returned by the provider-™s
employee; or
(v) A voice authentication system that clearly
identifies the author by a designated personal
+dentiFrcationnumber(PIN) or security code.
(D) Auto-authentication systems that authenticate a report
prior to the transcription process do not meet the stated
requirements and will not be an acceptable method for the
authentication process.
(E) The authentication of an electronic medical record

(signature and date entry) must—oceur—within—three—(3)

I e ¢l f 4 lor v iceincludi
those—instances——whieh—i1s expected on the day the record

is completed. |If the -electronic medical record Iis
transcribed by someone other than the provider, the
signature of the rendering provider and date entry 1is
expected within three (3) business days from the day the
record iIs completed. Before any claim is submitted to the
OHCA for payment of a provided service, the provider must
authenticate the electronic medical records relating to
that service.

(F) Records may be edited by designated administrators
within the provider®s facility. Edits must be in the form
of a correcting entry which preserves entries from the
original record. Edits must be completed prior to claims
submission or no later than forty-five (45) days after the
date of service, whichever occurs first.
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(G) Use of the electronic signature, fTor clinical
documentation, shall be deemed to constitute a signature
and will have the same effect as a written signature on
the clinical documentation. The section of the electronic
record documenting the service provided must be
authenticated by the employee or individual who provided
the described service.
(H) Any authentication method for electronic signatures
must:
(i) be unique to the person using it;
(i1) identify the individual signing the document by
name and title;
(iiti1) be capable of verification, assuring that the
documentation cannot be altered after the signature has
been affixed;
(iv) be under the sole control of the person using it;
(v) be linked to the data in such a manner that i1t the
data 1s changed, the signature is invalidated; and
(vi) provide strong and substantial evidence that will
make 1t difficult for the signer to claim that the
electronic representation is not valid.
(1) Failure to properly maintain or authenticate medical
records (i.e., signature and date entry) may result iIn the
denial or recoupment of SoonerCare payments.
(2) Record retention for provider medical records. Providers
must retain electronic medical records and have access to the
records in accordance with guidelines found at OAC 317:30-3-
15.
(3) Record retention for documents submitted to OHCA
electronically.
(A) The OHCA"s system provides that vreceivers of
electronic iInformation may both print and store the
electronic information they receive. The OHCA 1is the
custodian of the original electronic record and will
retain that record 1in accordance with a disposition
schedule as referenced by the Records Destruction Act. The
OHCA will retain an authoritative copy of the transferable
record as described in the Electronic Transaction Act that
is unique, identifiable and unalterable.
(i) Manner and format of electronic signature. The
manner and format required by the OHCA will vary
dependent upon whether the sender of the document i1s a
member or a provider. In the Ilimited case where a
provider 1is a client, the manner and format is
dependent upon the function served by the receipt of

the record. In the case the function served i1Is a
request for services, then the format required is that
required by a recipient. In the case the function
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served i1s related to payment for services, then the
format required is that required by a provider.
(i1) Member format requirements. The OHCA will allow
members to request SoonerCare services electronically.
An electronic signature will be authenticated after a
validation of the data on the form by another database
or databases.
(i11) Provider format requirements. The OHCA will
permit providers to contract with the OHCA, check and
amend claims filed with the OHCA, and Tfile prior
authorization requests with the OHCA. Providers with a
social security number or federal employer-®s
identification number will be given a personal
+dentification—number— (PN PIN. After using the PIN to
access the database, a PIN will be required to transact
business electronically.
(B) Providers with the assistance of the OHCA will be
required to produce and enforce a security policy that
outlines who has access to their data and what transaction
employees are permitted to complete as outlined iIn the
policy rules for electronic records and electronic
signatures contained iIn paragraph two (2) of this section.
(C) Third Party billers for providers will be permitted to
perform electronic transaction as stated iIn paragraph two
(2) only after the provider authorizes access to the
provider®s PIN and a power of attorney by the provider is
executed.
(4) Time and place of sending and receipt. The provisions of
the Electronic Transaction Act apply to the time and place of
sending and receipt. Should a power failure, Hnternetinternet
interruption or +Hnternetinternet virus occur, confirmation by
the receiving party will be required to establish receipt.
(5 Illegal representations of electronic transaction. Any
person who fraudulently represents facts in an electronic
transaction, acts without authority, or exceeds his or her
authority to perform an electronic transaction may be
prosecuted under all applicable criminal and civil laws.

317:30-3-30. Signature requirements
(a) For medical review purposes, the Oklahoma Health Care
Authority (OHCA) requires that all services provided and/or
ordered be authenticated by the author. The method used shall be
a handwritten signature, electronic signature, or sighature
attestation statement. Stamped signatures are not acceptable.
Pursuant to Federal—and/for—State—lawfederal and/or state law,
there are some circumstances for which an order does not need to
be signed.

(1) Facsimile of original written or electronic signatures
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are acceptable for the certifications of terminal i1llness for
hospice.
(2) Orders for clinical diagnostic tests are not required to
be signed. If the order for the clinical diagnostic test 1is
unsigned, there must be medical documentation by the treating
physician that he/she i1ntended the clinical diagnostic test
be performed. This documentation showing the i1ntent that the
test be performed must be authenticated by the author via a
handwritten or electronic signature.
(3) Orders for outpatient prescription drugs are not required
to be signed. If the order for a prescription drug is
unsigned, there must be medical documentation by the treating
physician that he/she intended that the prescription drug be
ordered. This documentation showing the intent that the
prescription drug be ordered must be authenticated by the
author via a handwritten or electronic signature.

(b) A handwritten signature 1s a mark or sign by an individual

on a document to signify knowledge, approval, acceptance, or

obligation. The authentication of a medical record (signature

and date entry) must-occur—within—three (3) daysofF provisionof
I orlvi ice. _includi I - _ hicl I
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expected on the day the record is completed. If the medical
record is transcribed by someone other than the provider, the
signature of the rendering provider and date entry i1s expected
within three (3) business days from the day the record is
completed. Before any claim is submitted to the OHCA for payment
of a provided service, the provider must authenticate the
medical records relating to that service.

(1) If a signature 1is illegible, the OHCA will consider

evidence 1iIn a signature log or attestation statement to

determine the 1identity of the author of a medical record

entry.

(2) If the signature i1s missing from an order, the OHCA will

disregard the order during the review of the claim.

(3) If the signature 1is missing from any other medical

documentation, the OHCA will accept a signature attestation

from the author of the medical record entry.
(c) Providers may 1include i1n the documentation they submit a
signature log that lists the typed or printed name of the author
associated with initials or an illegible signature.

(1) The signature log may be included on the actual page

where the initials or illegible sighature are used or may be

a separate document.




(2) The OHCA will not deny a claim for a signature log that
IS missing credentials.
(3) The OHCA will consider all submitted signature logs
regardless of the date they were created.
(d) Providers may include in the documentation they submit a
signature attestation statement. In order to be considered valid
for medical review purposes, an attestation statement must be
signed and dated by the author of the medical record entry and
must contain sufficient information to identify the member.
(1) The OHCA will not consider signature attestation
statements where there is no associated medical record entry.
(2) The OHCA will not consider signature attestation
statements from someone other than the author of the medical
record entry iIn question.
(3) The OHCA will consider all signature attestation
statements that meet the above requirements regardless of the
date the attestation was created, except in those cases where
the regulations or rules iIndicate that a signhature must be in
place prior to a given event or a given date.
(e) Providers may use electronic signatures as an alternate
signature method.
(1) Providers must use a system and software products which
are protected against modification and must apply
administrative procedures which are adequate and correspond
to recognized standards and laws.
(2) Providers utilizing electronic signatures bear the
responsibility for the authenticity of the information being
attested to.
(3) Providers utilizing electronic signatures must comply
with OAC 317:30-3-4.1.
() Nothing i1n this section is intended to absolve the provider
of their obligations In accordance with the conditions set forth
in theilr SoonerCare contract and the rules delineated in OAC
317:30.



