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1.0  Information Security
1.1 General
All contracts and agreements entered into or on behalf of the Oklahoma Department of Human Services (DHS), where the relationship involves another private or public entity who hosts, stores, accesses, develops, uses, manages, manipulates, or maintains data and information systems owned by or on behalf of DHS, must include information security terms to protect the confidentiality, integrity, and availability of DHS information and information systems. The contractor recognizes that DHS has and shall have confidential agency and client information that need to be protected from improper disclosure. The contractor agrees that the contractor, any employees of the contractor, or any agents of the contractor shall not at any time or in any manner, either directly or indirectly, use any information for the contractor’s benefit or divulge, disclose, or communicate in any manner any information to any third party. With DHS prior written consent, such information may be released to authorized third parties. The contractor shall protect the information and treat it as strictly confidential. This includes, but is not limited to, total compliance with the Privacy Act of 1974 (Public Law 93-579) and (5 U.S.C. 552a). All information in any format, including originals and copies thereof, shall be completely, permanently, and irretrievably destroyed within 30-calendar days after the required three-year record retention period.
The contractor shall perform an annual audit of information security risk assessment that is due to the DHS Office of Inspector General Security (OIG) by the first day of November of each year for private entities and by the last day in January for public entities. The final information security risk assessment report shall identify, prioritize, and document the contractor's information security vulnerabilities. The contractor is granted 60-business days after final report submission to respond with a mitigation plan for the identified security vulnerabilities. The contractor shall use either the standard security risk assessment created by the Office of Management and Enterprise Services (OMES) or a third-party risk assessment, meeting the ISO/IEC 27002 standards and, using the National Institute of Standards and Technology Special Publication 800-30 (NIST SP800-30) process, approved by OMES.
The contractor shall disclose any breach of the security of the system following discovery or notification of the breach in the security of the data to any resident of Oklahoma whose encrypted or unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person or entity. The disclosure shall be made in the most expedient time possible and without unreasonable delay to DHS OIG. The contractor shall deliver a final report of the breach post-mortem, citing the reason, sources, affected records, and mitigation plans or actions within 10-business days of breach discovery.
The contractor shall comply with Federal Information Processing Standards - FIPS 200, which promotes the development, implementation, and operation of secure information systems within governmental agencies by establishing minimum levels of due diligence for information security and facilitating a more consistent, comparable, and repeatable approach for selecting and specifying security controls for information systems that meet minimum security requirements. The contractor shall sign DHS acceptable use, confidentiality, and non-disclosure agreements; user logon authorizations; and may be subject to background checks.
User logon authorization
The contractor shall not be granted access to DHS information systems without the prior completion and approval of Form 05SC004E, Logon Authorization Request for Non-DHS Employees. Certain types of access may require that a background check and verification be performed prior to granting access. The contractor shall notify DHS immediately when employees with access to DHS systems are terminated.
Background checks and verifications
At the sole discretion of DHS, the contractor may be subject to user background checks, depending on the information systems the contractor accesses or data DHS provides. The contractor must submit the required background check information to DHS in a timely manner. DHS shall not process any access agreements prior to completion of user background verification.
Business continuity and disaster recovery
The contractor shall comply with OMES minimum mandatory standards for information security and internal controls for contingency planning and disaster recovery. The contractor shall develop business continuity and disaster recovery plans as stated in the OMES Core Oklahoma Information Security Policy Section 8.0, Business Continuity found at http://www.ok.gov/cio/Policy_and_Standards/.  The contractor is further required to exercise, not less than annually, the recovery capabilities of developed plans. The contractor shall submit exercise summaries annually or as exercises are conducted to DHS OIG.
Auditing and compliance
DHS OIG may, at its discretion, audit the contractor for information security compliance. The contractor must supply corrective action plans for non-compliant audit findings within 30-business days from the receipt of the DHS final audit report. Failure to comply with these requirements may result in funding being withheld from the contractor.
1.2 Health Insurance Portability and Accountability Act (HIPAA)
The contractor shall agree to use and disclose Protected Health Information in compliance with the Standards for Privacy of Individually Identifiable Health Information (Privacy Rule) Parts 160,162, and 164 of Chapter 45 of the Code of Federal Regulations (45 C.F.R. Parts 160,162, and 164) under HIPAA when the data they are hosting, storing, accessing, utilizing, managing, or manipulating contains electronic Protected Health Information (ePHI) The definitions set forth in the Privacy Rule are incorporated by reference into this contract, per 45 C.F.R. §§ 160.103 and 164.501. Documentation of HIPAA compliance, including but not limited to, summaries of policies, procedures, practices, and user training must be provided to DHS OIG. 
Failure to comply with the requirements of this standard may result in funding being withheld from the contractor, and/or full audit and inspection of the contractor’s HIPAA security compliance as it pertains to this contract. The contractor will sign and adhere to a DHS Business Associate Agreement (BAA). The BAA provides for satisfactory assurances that the contractor shall use the information only for the purposes for which it was engaged. The contractor agrees it shall safeguard the information from misuse, and comply with HIPAA as it pertains to the duties stated within the contract. 
Failure to comply with the requirements of this standard may result in funding being withheld from the contractor, and/or full audit and inspection of the contractor’s security compliance as it pertains to this contract.
1.3 BAA
When applicable, the following HIPAA BAA language applies:
BACKGROUND AND PURPOSE: The parties entered into, or may enter into, one or more written agreements that require a business associate to be provided with, to have access to, and/or to create Protected Health Information (PHI), (the “underlying contract(s)”), subject to the federal regulations issued pursuant to HIPAA 45 C.F.R. parts 160 and 164. The BAA shall supplement and/or amend each of the underlying contract(s) only with respect to the business associate’s use, disclosure, and creation of PHI under the underlying contract(s) to allow a covered entity to comply with 45 C.F.R. 164.502(c) and 164.314(a)(2)(I). The business associate acknowledges compliance with the HIPAA Security and Privacy regulations, pursuant to Subtitle D of the Health Information Technology for Economic and Clinical Health Act (HITECH), Title XIII, of the American Recovery and Reinvestment Act of 2009, including Sections 164.308, 164.310, 164.312, and 164.316 of 45 C.F.R..  Except as so supplemented and/or amended, the terms of the underlying contract(s) shall continue unchanged and apply with full force and effect of the law to govern the matters addressed in the BAA and in each of the underlying contract(s).
DEFINITIONS: Unless otherwise defined in this BAA, all acronyms used in this BAA have the meanings ascribed in the HIPAA Regulations, provided; however, that PHI and ePHI shall mean Protected Health Information and Electronic Protected Health Information, respectively, per 45 C.F.R. § 160.103, limited to the information the business associate received from, created, or received on behalf of DHS as a DHS business associate. Administrative safeguards shall have the same meaning as the term administrative safeguards in 45 C.F.R. § 164.304, with the exception that it shall apply to the management of the conduct of the business associate workforce, not the DHS workforce, in relation to the protection of that information.
Business associate. Business associate shall generally have the same meaning as the term business associate per 45 C.F.R. 160.103, and in reference to the party to this agreement, shall mean the entity whose name appears below.
Covered entity. Covered entity shall generally have the same meaning as the term covered entity per 45 C.F.R. 160.103.
HIPAA rules. HIPAA rules shall mean the Privacy, Security, Breach Notification, and Enforcement Rules, per 45 C.F.R. Part 160 and Part 164, as may be amended.
The following terms used in this BAA shall have the same meaning as those terms in the HIPAA Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, Minimum Necessary, Notice of Privacy Practices, Protected Health Information, Required By law, Secretary, Security Incident, Sub-Contractor, Unsecured PHI, and Use.
Obligations of the business associate: The business associate may use ePHI and PHI solely to perform its duties and responsibilities under this BAA and only as provided in this BAA. The business associate acknowledges and agrees that PHI is confidential and shall not be used or disclosed, in whole or in part, except as provided in this BAA or as required by law.  Specifically, the business associate agrees it shall: 
use or further disclose PHI only as permitted in this BAA or as required by law including, but not limited to the Privacy and Security Rule;use appropriate safeguards, and comply with Subpart C of 45 C.F.R. Part 164 with respect to ePHI, to prevent use or disclosure of PHI other than as provided for by this BAA;implement and document appropriate administrative, physical, and technical safeguards to protect the confidentiality, integrity, and availability of PHI that it creates, receives, maintains, or transmits for, or on behalf of, a covered entity per 45 C.F.R. 164;implement and document administrative safeguards to prevent, detect, contain, and correct security violations per 45 C.F.R. 164;make its policies and procedures required by the Security Rule available to the covered entity solely for purposes of verifying the business associate’s compliance and the Secretary of the Department of Health and Human Services (HHS);not receive remuneration from a third party in exchange for disclosing PHI received from or on behalf of the covered entity;per 45 C.F.R. 164.502(e)(1) and 164.308(b), when applicable, ensure that any sub-contractors that create, receive, maintain, or transmit PHI on behalf of the business associate agree to the same restrictions, conditions, and requirements that apply to the business associate with respect to such information; this shall be in the form of a written HIPAA business associate contract and a fully-executed copy will be provided to the contract monitor;report to the covered entity in writing any use or disclosure of PHI that is not permitted under this BAA as soon as reasonably practicable but in no event later than five-calendar days from becoming aware of it and mitigate, to the extent practicable and in cooperation with the covered entity, any harmful effects known to it of a use or disclosure made in violation of this BAA;promptly report to the covered entity in writing, without unreasonable delay, and in no case later than five-calendar days any security incident, as defined in the Security Rule, with respect to ePHI;with the exception of law enforcement delays that satisfy the requirements of 45 C.F.R. 164.412, notify the covered entity promptly, in writing, without unreasonable delay, and in no case later than five-calendar days, upon the discovery of a breach of unsecured PHI. Such notice shall include, to the extent possible, the name of each individual whose unsecured PHI was, or is reasonably believed by the business associate to have been accessed, acquired, or disclosed during such breach. The business associate shall furnish the covered entity with any available information that they covered entity is required to include in its notification to individuals per 45 C.F.R. § 164.404(c) at the time of the business associate’s notification to the covered entity or promptly thereafter as such information becomes available. As used in this Section, breach means breach per 45 C.F.R. 164.402;to the extent allowed by law, indemnify and hold the covered entity harmless from all claims, liabilities, costs, and damages arising out of, or in any manner related to, the disclosure by the business associate of any PHI or to the breach by a business associate of any obligation related to PHI;provide access to PHI in a designated record set to the covered entity, or when directed by the covered entity, to an individual in order to meet the requirements of 45 C.F.R. 164.524. In the event that any individual request access to PHI directly from the business associate, the business associate shall forward such request to the covered entity within five-business days of receiving a request. This shall be in the form of a written HIPAA business associate contract and a fully executed copy will be provided to the contract monitor. Any denials of access to the PHI requested shall be the responsibility of the covered entity;make PHI available to the covered entity for amendment and incorporate any amendments to PHI per 45 C.F.R. § 164.526;document disclosure of PHI and information related to such disclosure as would be required for the covered entity to respond to a request by an individual for an accounting of disclosures of PHI, per 45 C.F.R. 164.528, and within five-business days of receiving a request from the covered entity, make such disclosure documentation and information available to the covered entity. In the event the request for an accounting is delivered directly to the business associate, the business associate shall forward within five-business days of receiving a request to the covered entity;  
make its internal practices, books, and records related to the use and disclosure of PHI received from, or created or received by, the business associate on behalf of the covered entity available to the Secretary of the Department of HHS, authorized governmental officials, and the covered entity for the purpose of determining the business associate’s compliance with the Privacy Rule. The business associate shall give the covered entity advance written notice of HHS or government officials' requests and provide the covered entity with a copy of all documents made available; andensure that all of its sub-contractors, vendors, and agents to whom it provides PHI or who create, receive, use, disclose, maintain, or have access to the covered entity’s PHI shall agree in writing to requirements, restrictions, and conditions at least as stringent as those that apply to the business associate under this BAA, including, but not limited to, implementing reasonable and appropriate safeguards to protect PHI, and shall ensure that its sub-contractors, vendors, and agents agree to indemnify and hold harmless covered entity for failure to comply with each of the provisions of this BAA. 
Business associate PHI uses and disclosures:  Except as otherwise provided in this BAA, the business associate may use or disclose PHI on behalf of, or to provide services to the covered entity for the purposes specified in this BAA, when such use or disclosure of PHI would not violate the Privacy Rule when done by a covered entity. Unless otherwise limited herein, the business associate may:
use PHI for its proper management and administration or to fulfill any business associate present or future legal responsibilities;disclose PHI for its proper management and administration, or to fulfill any present or future legal responsibilities of the business associate, provided that; (i) the disclosures required by law; or (ii) the business associate obtains reasonable assurances from any person to whom the PHI is disclosed, that such PHI will be kept confidential and will be used or further disclosed only as required by law, or for the purpose(s) for which it was disclosed to the person, and the person commits to notifying the business associate of any instances of which it is aware in which the confidentiality of the PHI was breached;disclose PHI to report violations of law to appropriate federal and state authorities; aggregate the PHI with other data in its possession for purposes of the covered entity’s health care operations;make uses, disclosures and requests for PHI consistent with the covered entity’s minimum necessary policies and procedures; andde-identify any and all PHI obtained by the business associate under this BAA, and use such de-identified data, in accordance with the de-identification requirements of the Privacy Rule per 45 C.F.R. § (d)(1). 
Obligations of the covered entity:
The covered entity shall notify the business associate of any changes in, or revocation of, the permission by an individual to use or disclose his or her PHI, to the extent that such changes may affect the business associate’s use or disclosure of PHI.The covered entity shall notify the business associate of any restriction on the use or disclosure of PHI that the covered entity has agreed to, or is required to abide by, per 45 C.F.R. § 164.522, to the extent that such restriction may affect business associate’s PHI use or disclosure.The covered entity shall not request the business associate use or disclose PHI in any manner that would violate the Privacy Rule when done by the covered entity.DHS agrees to timely notify the business associate, in writing, of any arrangements between DHS and the individual that is the subject of PHI that may impact in any manner the use and/or disclosure of the PHI by the business associate under this BAA. 
Term and termination:
Term. The term of this BAA shall be effective as of the date of the underlying BAA, and shall terminate on the date the underlying BAA terminates or on the date the covered entity terminates for cause as authorized in paragraph (b) of this Section, whichever is sooner.Termination for cause. The business associate authorizes termination of this BAA by the covered entity, when the covered entity determines the business associate violated a material term of the BAA and the business associate did not cure the breach or end the violation within the time the covered entity specified, when a cure period is specified.Business associate obligations upon termination. Upon termination of this BAA for any reason, the business associate, with respect to PHI received from the covered entity, or created, maintained, or received by the business associate on behalf of the covered entity, shall:retain only that PHI that is necessary for the business associate to continue its proper management and administration or to carry out its legal responsibilities;return or destroy the remaining PHI the business associate maintains in any form to the covered entity;continue to use appropriate safeguards and comply with Subpart C of 45 C.F.R. Part 164 with respect to PHI to prevent use or disclosure of PHI, other than as provided for in this Section, for as long as the business associate retains PHI;not use or disclose PHI retained by the business associate other than for the purposes for which such PHI was retained and subject to the same conditions, per Permitted Uses and Disclosures By Business Associate that applied prior to termination; andreturn or destroy PHI retained by the business associate when it is no longer needed by the business associate for its proper management and administration, or to carry out its legal responsibilities. All other business associate under this BAA shall survive termination.Should DHS become aware of a pattern of activity or practice that constitutes a material breach of a material term of this BAA by the business associate, DHS shall provide the business associate with written notice of such a breach in sufficient detail to enable the contractor to understand the specific nature of the breach.  DHS shall be entitled to terminate the underlying contract associated with such breach after DHS provides notice to the business associate, or the business associate fails to cure the breach within a reasonable time period not less than 30-calendar days specified by DHS in such notice; provided, however, that such time period specified by DHS is based on the nature of the breach involved, per 45 C.F.R. §§ 164.504(e)(1)(ii)(A),(B) and 164.314 (a)(2)(i)(D).
MISCELLANEOUS:
Interpretation: The BAA terms shall prevail in the case of any conflict with the terms of any underlying contract to the extent necessary to allow DHS to comply with the HIPAA Regulations. The citations to the HIPAA Regulations in this BAA are for reference only and shall not be relevant in interpreting any BAA provision. 
No third-party beneficiaries: Nothing in this BAA shall confer upon any person other than the parties and their respective successors or assigns, any rights, remedies, obligations, or liabilities whatsoever. 
The business associate recognizes that any material breach of this BAA or breach of confidentiality or misuse of PHI may result in the termination of this BAA and/or legal action. Said termination may be immediate and need not comply with any termination provision in the parties underlying agreement, if any. 
The parties agree to amend BAA as is necessary for the covered entity or business associate to comply with the requirements of the Privacy Rule, related laws, and regulations. 
The DHS Notice of Privacy Practices is available at: www.okdhs.org.Any ambiguity in this BAA shall be resolved in a manner that causes this BAA to comply with HIPAA.This BAA embodies and constitutes the entire BAA and understanding between the parties with respect to the subject matter hereof and supersedes all prior business associate agreements, written or verbal, commitments, and understandings pertaining to the subject matter hereof.When the business associate maintains a designated record set in an electronic format on behalf of the covered entity, then the business associate agrees that within 30-calendar days of expiration or termination of the parties’ agreement, the business associate shall provide the covered entity a complete report of all disclosures and access to the designated record set covering three years immediately preceding the termination or expiration. The report shall include patient name, date and time of disclosures/access, description of what was disclosed/accessed, purpose of disclosure/access, name of individual who received or accessed the information, and, when available, what action taken within the designated record set.  Amendment:
To the extent that any relevant provision of the HIPAA Regulations is materially amended in a manner that changes the obligations of the business associates or covered entities, the parties agree to negotiate in good faith appropriate amendment(s) to this BAA to give effect to these revised obligations. The parties agree to amend this BAA as is necessary for the covered entity or to comply with the requirements and related laws and regulations.
 
2.0 Information Technology
2.1 Response and material ownership
Title to all source data, information, and materials furnished to DHS, together with all plans, system analysis, and design specifications and drawings, completed programs and documentation thereof, reports and listing, all data and test procedures, and all other items pertaining to the work and services to be performed pursuant to this contract, including any copyright, shall become the property of the state. Such ownership does not extend to proprietary source data, information, materials, or other property, both tangible and intangible brought in by the contractor for use on any project. This section shall not be construed to alter or diminish ownership rights provided under federal or state law or regulations.
2.2 Source code escrow
No state agency, per 75 O.S. § 250.3, nor the OMES/Central Purchasing Division unless otherwise provided by federal law, shall enter into a contract for the acquisition of customized computer software developed or modified exclusively for the agency or the state, unless the contractor agrees to place into escrow with an independent third party the source code for the software and/or modifications.
Source code means the programming instruction for a computer program in its original form, created by a programmer with a text editor or a visual programming tool and saved in a file.
The contractor must agree to place the source code for the software and any upgrades supplied to an agency in escrow with a third party acceptable to the agency and to enter into a customary source code escrow agreement that includes a provision that entitles the agency to receive everything held in escrow upon the occurrence of any of the following:
a bona fide material default of the obligations by the contractor;an assignment by the contractor for the benefit of its creditors;a failure by the contractor to pay, or an admission by the contractor of its inability to pay its debts as they mature;the filing of a petition in bankruptcy by or against the contractor when such petition is not dismissed within 60-calendar days of the filing date;the appointment of a receiver, liquidator, or trustee appointed for any substantial part of the contractor property;the inability or unwillingness of the contractor to provide the maintenance and support services in accordance with this contract; orthe ceasing of the contractor of maintenance and support of the software.The fees of any third-party escrow agent subject to this section shall be borne by the contractor.
2.3 Electronic and information technology accessibility standards
Pursuant to Oklahoma Administrative Code 260:15-1-3 electronic and information technology procurements, agreements, and contracts shall comply with applicable Oklahoma Information Technology Accessibility Standards issued by OMES. EIT standards may be found at:  http://www.ok.gov/cio/Policy_and_Standards/.
2.3.1         Information technology or communications products, systems, and applications not requiring development and/or customization
The contractor shall provide a description of conformance with the applicable Oklahoma Information Technology Accessibility Standards for the proposed product, system, or application by means of either a Voluntary Product Accessibility Template (VPAT) or other comparable document, upon request. The contractor shall indemnify and hold harmless the State of Oklahoma and any Oklahoma Government entity purchasing the products, systems, or applications not requiring development and/or customized by the contractor from any claim arising out of the contractor’s failure to comply with applicable Oklahoma Information Technology Accessibility Standards subsequent to providing certification of compliance to such standards.
2.3.2         Information technology or communications products, systems or applications requiring development and/or customization
The contractor shall provide a description of conformance with the applicable Oklahoma Information Technology Accessibility Standards for the proposed product, system, or application developed and/or customized by means of either a VPAT or other comparable document, upon request. Additional requirements and documentation may be required and compliance will be necessary on the contractor’s part. Such requirements will be stated in documents, such as State Bids, Request for Proposals, Contracts, Agreements, Purchase Orders, and Amendments.
The contractor shall indemnify and hold harmless the State of Oklahoma and any Oklahoma Government entity purchasing the products, systems, or applications from the the contractor, from any claim arising out of the contractor’s failure to comply with applicable Oklahoma Information Technology Accessibility Standards (standards) subsequent to providing certification of compliance to such standards. However, the contractor shall no longer have an obligation to indemnify the state for liability resulting from products, systems, or applications developed and/or customized not in compliance with applicable standards after the state tested and confirmed that the product, system, or application meets standard accessibility requirements.
2.4 Data destruction
Prior to disposal, all floppy disks, CDs, magnetic tape, hard drives (desktop and server), data DVDs, or other media containing state-sensitive information must be destroyed in accordance with the OMES Information Security Policy, Procedures and Guidelines section on Media Sanitization Procedures for the Destruction or Disposal of all Electronic Storage Media found at http://www.ok.gov/cio/Policy_and_Standards/ All hardcopy records that contain state-sensitive information must be disposed of through a cross-cut paper shredder or an equivalent secure destruction process. 
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