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Oklahoma Human Services
Memorandum of Understanding
                                  with                                  
For Access to the Harmony System for the Provision of ADvantage Waiver,
State Plan Personal Care (SPPC), Medically Fragile Waiver, and
Living Choice Services
This Memorandum of Understanding (MOU), which shall be interpreted pursuant to the laws of the State of Oklahoma, is made and entered into by Oklahoma Human Services (OKDHS) and                                                                                             .
Purpose of Document
To establish an agreement between OKDHS and the Contracted Provider Agency for the purpose of operating in the Harmony Waiver Information Management System (WMIS) in order to conduct business.
Legal Authority
For reference, the legal authorities for this agreement are provided in OAC 317:30-5-760 through 317:30-5-764.
Terms
Exchange of InformationThe Contracted Provider Agency users will work in the Harmony database to access information and complete documentation related to their assigned members. No other access is allowed or implied by this agreement. 
Data PrivacyThe Contracted Provider Agency employees and agents shall have access to confidential data only to the extent necessary to carry out its responsibilities under this MOU. Likewise, OKDHS employees shall have access to confidential data provided by the Contracted Provider Agency only to the extent necessary to carry out its responsibilities under this MOU. Therefore, both entities are the responsible authorities in charge of all data collected, used, or disseminated in connection with the performance of this MOU. As such, both the Contracted Provider Agency and OKDHS accept responsibility for providing adequate supervision and training to respective employees to require compliance with relevant confidentiality/privacy laws, regulations, and contractual providers. All exchanged information in any format, including originals and copies thereof, shall be completely, permanently, and irretrievably destroyed within 30 days after the required retention.
The Contracted Provider Agency will disclose any breach of the security of the system following discovery or notification of the breach in the security of the data to any resident of Oklahoma whose encrypted or unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person. The disclosure shall be made in the most expedient time possible and without unreasonable delay to the OKDHS Office of Inspector General Information Security Unit. The Contracted Provider Agency must deliver a final report of the breach post-mortem, citing the reason, sources, affected records, and mitigation plans or actions within 10 business days of breach discovery.
The Contracted Provider Agency will comply with Federal Information Processing Standards - FIPS 200 which promotes the development, implementation, and operations of secure information systems within governmental agencies by establishing minimum levels of due diligence for information security and facilitating a more consistent, comparable, and repeatable approach for selecting and specifying security controls for information systems that meet minimum security requirements. The Contracted Provider Agency must sign applicable OKDHS Acceptable Use, Confidentiality and Non-Disclosure agreements mentioned under the following User Logon Authorizations section of this agreement.
User Logon Authorization
The Contracted Provider Agency users will not be granted access to the Harmony system without prior completion and approval of the Harmony Access Request Form. The Contracted Provider Agency will assign Members to another Primary Worker and submit a request to Medicaid Services Unit - ADvantage Administration (MSU-AA) via the Harmony Access Request Form to deactivate the employee immediately when employees that have access to the Harmony system are terminated.
Background Checks and Verifications
At the sole discretion of OKDHS, the Contracted Provider Agency may be subject to user background checks, depending on the information systems the Contracted Provider Agency accesses or types of data OKDHS provides. If access to the information system or data requires a user background check, the Contracted Provider Agency must submit the required background check information to OKDHS in a timely manner. OKDHS will not process any access agreements prior to completion of user background checks, when required.
Auditing the Compliance
OKDHS Office of Inspector General Information Security Unit may, at its discretion, audit the Contracted Provider Agency for information security compliance as it pertains to this contract. The Contracted Provider Agency must supply corrective action plans for non-compliant audit findings within 30 business days from the receipt of the final audit report from OKDHS. 
HIPAAThe Contracted Provider Agency shall agree to use and disclose Protected Health Information in compliance with the Standards for Privacy of Individually Identifiable Health Information (Privacy Rule) (45 C.F.R Part 160 and 164) under the Health Insurance Portability and Accountability Act (HIPAA) of 1996. The definitions set forth in the Privacy Rule are incorporated by reference into this Agreement (45 C.F.R  160.103 and 164.501). Prior to any user at the Contracted Provider Agency being granted access to the Harmony system, the Contracted Provider Agency will have a signed Business Associate Agreement (BAA) on file with OKDHS.
Effective Date, Renewal, and CancellationThis MOU shall be effective on the date signed and remain in effect through the duration of the 3 years contract to provide services. This MOU may be canceled by OKDHS at any time, with or without notice or consent, and may be canceled by the Contracted Provider Agency upon sixty (60) days written notice to MSU-AA.
In the event that the Contracted Provider Agency is accessing information on individuals other than Member/Employees assigned to the Contracted Provider Agency, or that OKDHS information is being accessed and/or used for a purpose other than as set forth in this agreement, then OKDHS may suspend all access immediately without notice to the Contracted Provider Agency.
The obligations of the Contracted Provider Agency with respect to privacy of OKDHS Member data accessed as a result of this agreement shall not be abrogated by cancellation of the MOU. 
Agency ContactFor the purpose of the administration of this MOU, OKDHS has assigned MSU-AA Provider Relations and the authorized agency for administration of this MOU for the Contracted Provider Agency is: 
AssignmentThe Contracted Provider Agency shall neither assign nor transfer any rights or obligations under this MOU, including but not limited to sale of the Contracted Provider Agency to another provider, without the prior written consent of OKDHS.
Release of Data InformationThe Contracted Provider Agency may not release any information obtained from an OKDHS employee or representative or from an OKDHS computer system or website unless otherwise required or permitted by law or regulation.
Legal Employment Status Verification SystemTo the extent required by law, the Contracted Provider Agency hereby certifies that if it is an employer, it is registered with and participates in the E-Verify Employment Status Verification System maintained by the United States Citizenship and Immigration Services. The Contracted Provider Agency further certifies that any subcontractors approved by OKDHS to perform work under this MOU which have employees are also registered with and participate in the E-Verify Employment Status Verification System.
LitigationThis MOU will be governed in all respects by the laws of the State of Oklahoma. In the event that any litigation shall occur concerning the terms and conditions of this MOU or the rights and duties of the parties, the parties agree that such suit shall be brought in the Courts of the State of Oklahoma. To the extent that any provision of the MOU is contrary to the Constitution or laws of this state, or of the United States, that provision shall be null, void, and unenforceable. However, the balance of the MOU shall remain in force and effect.
Statement of Responsibility and Liability         The parties intend that each shall be responsible for its own intentional and negligent acts or                   
         omissions to act. OKDHS shall be responsible for the acts and omissions to act of its officers 
         and employees while acting within the scope of their employment according to the Oklahoma 
         Governmental Tort Claims Act (51 O.S. §151 et seq.).
Entire AgreementThis written MOU constitutes the entire agreement between the parties, and no additional representatives, writing, or documents are a part thereof, unless specifically referred to herein above. This MOU may be amended by written agreement of the parties here to.
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