
 

[TLP:CLEAR, ID#202301301200, Page 1 of 4] 
U.S. Department of Health and Human Services 
Health Sector Cybersecurity Coordination Center (HC3) www.HHS.GOV/HC3 

HC3: Analyst Note 
       January 30, 2022     TLP:CLEAR     Report: 202301301200 

Pro-Russian Hacktivist Group ‘KillNet’ Threat to HPH Sector 
 
Executive Summary 
The hacktivist group ‘KillNet’—has targeted the U.S. healthcare industry in the past and is actively targeting 
the health and public health sector. The group is known to launch DDoS attacks and operates multiple 
public channels aimed at recruitment and garnering attention from these attacks. 
 
Report 
KillNet is a pro-Russian hacktivist group active since at least January 2022 known for its DDoS campaigns 
against countries supporting Ukraine, especially NATO countries since the Russia-Ukraine war broke out 
last year. DDoS is the primary type of cyber-attack employed by the group which can cause thousands of 
connection requests and packets to be sent to the target server or website per minute, slowing down or 
even stopping vulnerable systems. While KillNet’s DDoS attacks usually do not cause major damage, they 
can cause service outages lasting several hours or even days. Although KillNet’s ties to official Russian 
government organizations such as the Russian Federal Security Service (FSB) or the Russian Foreign 
Intelligence Service (SVR) are unconfirmed, the group should be considered a threat to government and 
critical infrastructure organizations including healthcare. 
 
Impact to HPH Sector 
KillNet has previously targeted, or threatened to target, organizations in the healthcare and public health 
(HPH) sector. For example, Killmilk, a senior member of the KillNet group, has threatened the U.S. 
Congress with the sale of the health and personal data of the American people because of the Ukraine 
policy of the U.S. Congress. In December 2022, the pro-Russian hacktivist group claimed the compromise 
of a U.S.-based healthcare organization that supports members of the U.S. military and claimed to possess 
a large amount of user data from that organization. In May 2022, a 23-year old supposed KillNet member 
was arrested in connection with attacks on Romanian government websites. In response to the arrest, 
KillNet reportedly demanded his release and threatened to target life-saving ventilators in British hospitals 
if their demands were not met. The member also threatened to target the UK Ministry of Health. It is worth 
taking any claims KillNet makes about its attacks or operations with a grain of salt. Given the group’s 
tendency to exaggerate, it’s possible some of these announced operations and developments may only be 
to garner attention, both publicly and across the cybercrime underground. 
 
On January 28, 2023  an the alleged Killnet attack lists for hospitals and medical organizations in several 
countries was found by users and publically shared.  
 
Mitigations 
While it is not possible to fully mitigate the risk of a denial of service attack affecting your service, there are 
some practical steps that will help you be prepared to respond, in the event your service is subjected to an 
attack. According to the NCSC, these include 1) understanding your service, 2) upstream defenses, 3) 
scaling, 4) response plan, and 5) testing and monitoring. Additional guidance from CISA on responding to 
cyber incidents, such as DDoS attacks, can be found here. 
 
Organizations can take immediate steps to help mitigate a DDoS threat by considering the following: 

• Enable web application firewalls to mitigate application-level DDoS attacks.  
• Implement a multi-content delivery network (CDN) solution. This will minimize the threat of DDoS 

https://www.ncsc.gov.uk/collection/denial-service-dos-guidance-collection/preparing-denial-service-dos-attacks1
https://www.ncsc.gov.uk/collection/denial-service-dos-guidance-collection/preparing-denial-service-dos-attacks1
https://www.cisa.gov/uscert/ncas/alerts/aa22-110a#:%7E:text=Responding%20to%20Cyber%20Incidents
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attacks by distributing and balancing web traffic across a network. 
 

Analyst Comment 
While senior members of the group likely have extensive experience launching DDoS attacks — leadership 
has previously operated their own DDoS services and botnets — KillNet has been using publicly available 
DDoS scripts and IP stressers for most of its operations. On December 14, 2022, the Justice Department 
announced the court-authorized seizure of 48 internet domains associated with some of the world’s 
leading DDoS-for-hire services, as well as criminal charges against six defendants who allegedly oversaw 
computer attack platforms commonly called “booter” services. These websites allowed paying users to 
launch powerful distributed denial-of-service, or DDoS, attacks that flood targeted computers with 
information and prevent them from being able to access the internet. Despite this success, it remains 
unknown if (and how) this law enforcement action might impact KillNet which turned its DDoS-for-hire 
service into a hacktivist operation earlier this year. Furthermore, it is likely that pro-Russian ransomware 
groups or operators, such as those from the defunct Conti group, will heed KillNet’s call and provide 
support. This likely will result in entities KillNet targeted also being hit with ransomware or DDoS attacks 
as a means of extortion, a tactic several ransomware groups have used. 
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Contact Information 
If you have any additional questions, we encourage you to contact us at HC3@hhs.gov. 
 

 
 

We want to know how satisfied you are with the resources HC3 provides. Your answers 
will be anonymous, and we will use the responses to improve all future updates, features, 

and distributions. Share Your Feedback 
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