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[bookmark: _Toc175837038]Financial Management Overview

Writing in red denotes additional information/notes of clarification or system specific input. Delete all writing in red once done utilizing its guidance.
Note: This template is only meant to provide the basic sections required by DWSRF for funding qualification and includes the most common sections used in financial management. However, each system will have its own unique needs and requirements. Before adopting any financial policies, be sure to check for items required by state law, local ordinances, your system by-laws or charter, and documents relating to the system’s indebtedness. It is recommended to seek consultation from a financial management/accounting professional to address the specific financial needs of your system. 
[bookmark: _Toc175837039] Purpose
[bookmark: _Hlk153356341]The purpose of this manual is to define and standardize policies and procedures of financial management for [Water System Name]. These policies and procedures are in place to safeguard against loss, unauthorized use, or mismanagement of funds. They also ensure that all financial transactions are carried out and recorded according to the Generally Accepted Accounting Principles (GAAP) and guidelines set forth by the Board, and ensure compliance with all applicable federal, state, and local requirements. 
This document acts as an instruction manual to all water system personnel and guides the activities of individuals in charge of system finances. This document also seeks to establish guidelines for control of funds and provides a plan for future investment. The financial management policies and procedures manual is meant to be a living document and should be reviewed regularly and updated as needed.  
[bookmark: _Toc175837040]Roles and Responsibilities
Use this section to outline the roles and responsibilities of each position associated with financial management. It is recommended to assign responsibilities based on position title rather than an individual in order to maintain consistency in the case of staff turn-over. The below examples are used to guide your completion of this section, but your system may add or remove roles as necessary. However, in order to maintain compliance with Separation of Responsibilities controls, the individual in charge of accounts receivable must be different from the individual in charge of accounts payable. 
Specifically outline the duties of each position. 
	Position/Title
	[The Board of Directors/ Other Governing Body]

	Accountable to
	The public

	Role Responsibilities and Duties

	· Responsible for ensuring that proper policies and procedures are adopted and followed by the PWS.
· Has the authority to update policies and procedures in the best interest of the water system, so long as they abide by the bylaws, or applicable federal, state, and local law.
· Reviews and approves the annual budget, ___ (monthly/quarterly/etc.) financial statements, all contracts over ($00,000), and non-budgeted expenditures over ($5,000).
· Two members of the board will be authorized signers on the bank accounts and checks.
· Ensure that all conflicts of interest are avoided and if they arrived managed within a timely manner.
· Ensures revenue covers operations, debt service and reserves and that the system has a long-term financial plan for future needs of the system. 
· Etc.


	Position/Title
	[Water Superintendent/ Water Division Manager]

	Accountable to
	[The Board of Directors/ Other Governing Body]

	Role Responsibilities and Duties

	· Oversees the day-to-day operational and financial management activities of the PWS. 
· Monitors accuracy of accounting records, reviews and approves financial reports, and ensures that an appropriate budget is being developed. 
· Ensures internal controls are in place and being followed by employees of the PWS.
· Performs research and prepares a financial reports and documents, and communicates prepared financial reports to the Board.
· Assists in the preparation of the capital improvement plan and creation and maintenance of an asset management plan. 
· Etc.

	Position/Title
	[Operations Manager/ Financial Manager/ Lead Water Operator]

	Accountable to
	[Water Superintendent/ Water Division Manager]

	Role Responsibilities and Duties

	· Assist in the preparation of the capital improvement plan and investment of capital resources for future growth of PWS.
· Participate in rate studies and approve periodic rate increases.
· Coordinate the annual audit process with a 3rd party/ outside firm. 
· Structure the amount and term of debt through the use of appropriate debt instruments to meet State and Federal standards of tax-exempt status, bond rating, and compliance with federal arbitrage regulations. 
· Etc. 

	Position/Title
	[Accountant/ Clerk/ Bookkeeper]

	Accountable to
	[The Board of Directors/ Other Governing Body]
	Role Responsibilities and Duties

	· Record transactions, post debits and credits, and produce financial statements.
· Manage accounts payable to ensure debts are paid in appropriate amount of time.
· Compile data and collect cash and checks to prepare for bank deposits.
· Prepare records and documentation for financial activity of the system. 



[bookmark: _Toc175837041]Accounting Policies and Procedures

[bookmark: _Toc175837042]Code of Ethics
The purpose of [Water System Name]’s Code of Ethics is to promote honest and ethical conduct, and to ensure accurate, timely, and fair reporting of finances and other publicly reported information. All employees, interns, and board members will sign a Code of Ethics Statement (Appendix A.) at the beginning of their service/employment, and each year thereafter, acknowledging they have read, understand, and agree to [Water System Name]’s Code of Ethics.
[bookmark: _Toc175837043]Records Reporting
All employees will promote the accurate, complete, fair, and timely production of accounting records in accordance with all applicable law. Accounting records will accurately reflect all transactions and will not contain any false or intentionally misleading entries. No information will be concealed from auditors, nor will any employee or Board member coerce, manipulate, mislead, or unduly influence any authorized audit. 
[bookmark: _Toc175837044]Conflict of Interest
No member of the governing body may have any personal or business interest in any contract for goods or services which may be awarded by the System. No employee, intern, or Board member of the System may receive gifts, favors, gratuities, or anything of monetary value for furnishing goods and/or services, installing utility services, or for the sale of materials to the System. In the event a conflict of interest arises, the Board member, employee, or intern will fully disclose their conflict of interest and will not participate in any consideration of, or decision related to the matter. 
[bookmark: _Toc175837045]Basis of Accounting
It is the policy of [The Board of Directors/ Other Governing Body] that financial statements of [Water System Name] will be prepared in accordance with the Generally Accepted Accounting Principles (GAAP), on an [cash/ accruals/ modified accruals] basis. 
Cash basis = income recorded when received and expenses recorded when paid
Accrual basis = income recorded when earned and expenses recorded when incurred (most common/recommended, should be used if GAAP are being followed)
Modified accrual = income recorded when both earned and received, expenses recorded when incurred
[bookmark: _Toc175837046]Budget Process
It is the policy of [The Board of Directors/ Other Governing Body] that the system shall operate on a self-sustaining basis. The costs of providing water services to the public on a continuing basis (including depreciation expenses) shall be recovered through user fees and charges. 
Fiscal Year
The fiscal year of [Water System Name] shall be for a twelve-month period, beginning on the [00] day of [Month], and ending on the [00] day of [Month] annually. (This date can be found in your By-Laws or Charter) 
Budget Development
Before the beginning of each fiscal year, [The Board of Directors/ Other Governing Body] shall adopt an annual revenue and expense budget for the operation of the System. The budget process should begin early in the previous fiscal year to allow the [Water Superintendent/ Water Division Manager], the [Operations Manager/ Financial Manager/ Lead Water Operator], and the [Accountant/ Clerk/ Bookkeeper] to engage in the process and present the budget to the [The Board of Directors/ Other Governing Body] for approval. Each annual budget shall reflect the long-range capital and operational needs of the System, as well as the current year capital and operating expenses. The annual budget must show that anticipated revenues shall be sufficient to cover all expenses including anticipated changes in revenue and/or expenditures. Once the annual budget has been approved, the [Operations Manager/ Financial Manager/ Lead Water Operator] or [Water Superintendent/ Water Division Manager] will input the approved budget into the accounting system. 
In some cases, it may be appropriate to prepare a multi-year budget in the case of major repairs/upgrades/restorations, however, these budgets should still be reviewed each year and updated as necessary. 
Budget Format
The budget format - expense and revenue line items - shall conform to state and/or federal requirements if applicable. Expense categories for [Water System Name] shall include: 
Expense categories will vary by system. Below is a starter list. Add or remove categories as appropriate for your system.
· Annual Debt Service and Debt Service Reserves  
· Salaries and personnel costs 
· Fringe Benefits 
· Utilities and Telephone 
· Purchased Water (if applicable) 
· Office Supplies 
· Insurance Expenses 
· Chemicals 
· Testing and sampling
· Maintenance Supplies 
· Repair Expenses 
· Transportation expenses
· Taxes 
· Depreciation Expense
· Contractual and Consultant Expenses 
· Accounting, auditing, legal, and engineering feesF6
· Rental Expenses 
· Financial Reserves 
Budget Adjustments
Based on reviews of monthly financial reports, [The Board of Directors/ Other Governing Body] shall make budget adjustments or amendments, as necessary. Any differences of revenues vs. expenditures greater than 5% should be addressed with an adjusted budget. All adjustments to the budget must be voted on and approved by [The Board of Directors/ Other Governing Body]. 
[bookmark: _Toc175837047]Financial Procedures Manual
[The Board of Directors/ Other Governing Body] shall insure that a financial procedures manual is developed for the System. The manual shall describe routine accounting procedures and practices of the System in addition to those laid out hear-in. At a minimum the manual shall provide for:
1. Routine procedures for the daily collection, recording, and deposit of receipts. 
2. The proper use of Check Registers, Cash Receipts Journals, Payroll Ledgers, Monthly Disbursement and Collections Summaries, and the General Ledger. 
3. Proper operation of Petty Cash Accounts. 
4. Proper maintenance of Individual Customer Account Ledgers. 
5. Monthly bank statement reconciliation procedures. 
6. Proper cross-referencing of all accounting transactions between journals, ledgers, and source documents. 
The procedures manual shall contain financial and accounting forms and documents used by the System, and instructions for how and when each form or document is used. 
[bookmark: _Toc175837048]Chart of Accounts and General Ledger
Financial record-keeping of the System shall use a standard, double-entry Chart of Accounts for the classification of all assets, liabilities, equity, revenue, expenses, and other accounting transactions, on a consistent basis. The Chart of Accounts is specific to [Water System Name]’s operational and financial statement needs. [The Board of Directors/ Other Governing Body] or [Water Superintendent/ Water Division Manager]; [Operations Manager/ Financial Manager/ Lead Water Operator] is responsible for maintaining the Chart of Accounts and revising as necessary. 
The general ledger is maintained using [name of software] accounting software and it is the responsibility of the [Accountant/ Clerk/ Bookkeeper] or [Water Superintendent/ Water Division Manager] to input and balance it each day with final approval from [The Board of Directors/ Other Governing Body] or [Water Superintendent/ Water Division Manager], who will review the general ledger on a [daily/weekly/monthly] basis to identify any mistakes or unusual transactions.  
The chart of accounts is a list of every individual account/line item. It is a means of classifying all assets, liabilities, costs, revenues, and other accounting transactions on a consistent basis. As a utility completes a financial transaction a record of that transaction is tracked into the appropriate account within the chart of accounts. There is no one correct way to establish a chart of accounts, however an example has been provided. 
Note: numerical account references should be easily understood, speed visual recognition, and be easy to quickly apply to new accounts/modify existing accounts. Depending on number of accounts range can be in 100’s or 1,000’s. See example below.
100 – 199 Assets and Other Debits
[bookmark: _Hlk154038436]200 – 299 Equity, Liabilities, and Other Credits
300 – 399 Water Plant Accounts
400 – 499 Income Accounts
500 – 599 Water Operating Revenue Accounts
600 – 699 Water Operation and Maintenance Expenses

[bookmark: _Toc175837049]Accounts Receivable
Customers will be charged for all water provided according to the rates established by [Water System Name]. Electronic or online bill payment is encouraged to strengthen controls and reduce administrative time. Upon receipt of electronic payment [Operations Manager/ Financial Manager/ Lead Water Operator] or [Accountant/ Clerk/ Bookkeeper]; [Accountant/ Clerk/ Bookkeeper]will produce appropriate documentation of receipt into software and/or the cash receipts journal. [The Board of Directors/ Other Governing Body] or [Water Superintendent/ Water Division Manager] or [Operations Manager/ Financial Manager/ Lead Water Operator] will ensure that all receipts are recorded accurately. 
[bookmark: _Toc175837050]Non-electronic payment
Payments not received electronically will be received by a receptionist and forwarded, unopened to the designated system personnel i.e [Operations Manager/ Financial Manager/ Lead Water Operator] / [Accountant/ Clerk/ Bookkeeper]. The [Operations Manager/ Financial Manager/ Lead Water Operator]/ [Accountant/ Clerk/ Bookkeeper]opens, date stamps, and distributes the mail, then logs all deposits in a Cash Receipts Journal. Employees will follow all Cash Collection Control Procedures (section 5.2).  
All cash payments received will be counted, verified, and signed off by the [Operations Manager/ Financial Manager/ Lead Water Operator]/ [Accountant/Clerk/Bookkeeper]and another available staff member. The cash will be immediately recorded in the Cash Receipts Journal. A receipt will be given to the account holder and a copy kept in the Cash Receipts Journal for monthly bank reconciliation and recording in the general ledger. 
Cash receipts shall not be used to pay expenses of the System, nor to cash personal checks of employees or others. Reconciliation of accounting software and the General Ledger will take place at least once a month.
[bookmark: _Toc175837051]Meter Reading and Billing Policy and Procedures
All connections part of [Water System Name] must be metered regardless of billing status. Metering all connections ensures that water operators are able to fully understand water usage within their system. Without proper metering, accurate audits are more difficult to conduct and water loss may go undetected, costing water systems time, money, and resources. In addition, data collected from metering is vital for wholesale and retail customer billing, facility planning, and the evaluation of conservation measures. Accurately recording all water consumption provides a basis for effective recovery of revenue and assessing users fairly and equitably for all services used, which encourages the efficient use of water.
All connections should also be billed fairly. Rate studies should be completed on a regular basis to ensure customers are paying a fair rate for the service they are provided. Rate studies and reviews will guide short and long-term funding as outlined in section 3.3 of this document. Connections who are billing exempt or flat-rate customers should be tracked and their rate terms clearly defined in writing. All employees of [Water System Name] will sign the Meter Reading and Billing Policy Acknowledgement Statement (Appendix B.) included in this document confirming they have read and understand the above meter reading and billing policy.  
Normal Billing Procedure
All meters are read and invoiced each [month/ day]. All customers will be billed accurately based on meter readings. If a meter becomes inoperative or inaccurate, a bill should be rendered that is fair to the customer and [Water System Name] as determined by [The Board of Directors/ Other Governing Body]. [Water System Name] will use numbers received from monthly billing to compare with the average cost of water production to include at minimum: purchase cost – if applicable, chemical costs, and electrical costs) and report these numbers to the board on a monthly basis for purposes of accurate budget creation and adjustment. 
· Each water account will be billed [monthly/bimonthly]. Bills and readings will be registered in [software] and recorded in [physical copy/general ledger]. Bills will be sent to customers at least [#] days before due date.
· Customers are expected to pay bills by [00:00] time [#] days after billing date. Payments received after due date will be charged a [$$] penalty. 
· Accounts are considered delinquent with no payment [00] calendar days after the due date and may be subject to cut-off procedures. 
· Delinquent accounts will have a late payment charge added to their bill according to the fees and charges policy established by  [Water System Name], and a past due notice will be mailed. 
· Note here if there are any waivers/exceptions to penalty fees here, i.e. if the customer has not been late on any payments for the past two years, the penalty will be waived, etc. 
Account Opening Procedure
· When opening a new account, a deposit of [$$] is required and a fee of [$$] will be applied to the first bill. Application for a new account can be made [in person, via email, or by telephone]. Proof of ownership or a rental agreement, along with a photo ID is required to open a new account.
· Deposits are returned at the end of service. A refund check can only be made to the account holder. 
· Customers wishing to transfer accounts to a new location must be current on bill payments and a [$$] fee will be rendered. 
Account Closing Procedure
· When a customer closes an account, a final reading will be taken, and a closing bill rendered.
· For amounts due on closing bills beyond [##] calendar days, a letter will be sent to the customer as a final reminder of the amount past due. The customer will also be notified that additional collection steps will be taken if payment is not received.
· Unpaid balances from a customer may be added to other accounts of the same customer. Such charges shall become part of the customer’s active account and shall be subject to cut-off procedures if the balance remains unpaid.
Exempt Accounts
· The following accounts are under agreement with [Water System Name] and are exempt from normal meter reading and billing procedures. 
### Account Name
Cut-off Procedure & Hardship Policy
· Any account that remains unpaid – including past dues and penalty fees – by [##] days after the delinquency date are subject to cut-off. All past due accounts will regularly be reported to the board.
· Past due notices will be prepared and sent to any delinquent account indicating final payment date to avoid cut-off. The notice will be mailed at least [##] days and contact by phone will be attempted at least [##] days prior to discontinuation of service.
· For residential customer accounts, if account remains unpaid after contact attempts, a notice of pending discontinuation of service will be left at the residence at least [##] hours before discontinuation of service. 
· Hardship circumstances include [financial inability to pay within the normal billing cycle, and certification from a licensed primary care provider that discontinuation of service is life threatening or poses a serious threat to health and safety of a resident on the premise.] Use this space to define what your system considers “hardship circumstance” to be. 
· Any customer under hardship or other special circumstances, and unable to pay billing fee by the due date can contact the [Water System Name] before cut-off date to make arrangements to avoid disruption of water service. Determinations for such cases will be considered and made by [The Board of Directors/ Other Governing Body] and a payment plan, and/or extension agreement can be arranged. 
· Failure to comply with the agreement will result in cut-off procedures. 
· Restoration of water service can be requested by the customer in-person or by phone once all payments, including penalties and service fees, have been received. 
[bookmark: _Toc175837052]Accounts Payable
All vendor accounts payable will be reported in the annual financial statement to ensure financial statements are GAAP compliant and provide for accurate budget preparation. All payables will be entered into the accounting [software system, general ledger, etc.] as billing statements or invoices are received from vendors. No disbursements should be made for any items which have not been recorded in accounts payable.
[bookmark: _Toc175837053]Disbursement of Funds
Payments for goods and services, and expenses of System operation shall be made from original billing statements or invoices submitted for payment. All debts representing allowable and authorized costs shall be paid promptly upon receipt of proper invoices/billing statement. Once paid, all invoices must be marked “paid” and initialed, to avoid duplicate payment. Properly completed, approved, and numbered purchase requisitions (or purchase orders) shall be used for non-routine expenses, prior to actual disbursement of funds. 
All funds shall be disbursed by order of [The Board of Directors/ Other Governing Body], or its designee and will follow all Cash Disbursement Control Procedures (section 5.). The use and expenditure of System funds shall be restricted to approved purposes as defined by the [Water System Name]’s annual budget and will follow all guidelines and procedures as outlined in the Procurement Policies below. All disbursements must have attached accompanying invoice confirming authorization and payment. Copies of invoices and payment receipts will be kept on file as per the Records Retention and Sensitive Data Security Policies (section 5.7). 
“Disbursement of funds” simply means paying your bills. This policy means that system funds can only be used to pay for expenses that are covered in the annual budget. 
Priority of disbursements and payments from current revenues received by the System shall be in the following order or priority, unless otherwise ordered by [The Board of Directors/ Other Governing Body], or by law: 
1. Payment of Debt Service Expenses and required Debt Service Reserves; 
2. Payment of Operation and Maintenance Expenses of the System; and 
3. Payments of [The Board of Directors/ Other Governing Body] authorized Financial Reserve Accounts (Emergency Reserves, Capital Improvements, or Equipment Replacement Reserves).
This simply means that debts will be paid first, then O & M expenses, and last, Financial Reserve Accounts will be deposited. 
System will ensure that no debts will be left for more than 45 days past due.
[bookmark: _Toc175837054]Procurement Policy
This procurement policy defines the guidelines and procedures for making purchases on behalf of [Water System Name]. It is designed to ensure that all purchases of goods and services are made in a consistent and ethical manner, aligning with [Water System Name] goals and objectives. 
Designated Purchasing Officer
Below is the name of the designated purchasing officer. This position is responsible for maintaining supply of goods and services necessary for continued system operations. This includes developing reliable alternative sources of supply. The acquisition of these goods and services should be done in a way that complies with all laws without qualification or evasion, is competitively priced, and that preserves a good business reputation. This position will oversee consulting with the financial manager on all orders and approving of all purchases less than $5,000.
Designated Purchasing Officer: [Name]
Official Title: [Job Title]
Purchasing Levels and Approvals
	Price Range
	Description and Approvals

	$0 - $500

	No competing price quotes must be obtained, but they are still encouraged. Create a requisition to track the purchase, save all quote documents, consult with the financial manager, and have the purchase approved by the designated purchasing officer. 

	$500 - $5,000

	Obtain at least three competitive pricing quotes from vendors. Every quote should then be packaged in a requisition to be reviewed by the designated purchasing officer and the financial manager for approval. Quotes should be sent on vendor letterhead or another approved form. 

	$5,000 or above

	For all purchases where the total cost exceeds $5,000, an official sealed competitive bidding process must be conducted. Competitive bids must be advertised via (newspaper, website, email, etc.) and mailed to all known vendors qualified to provide the desired goods or service. 

Once the bidding period closes, all complete bids must be reviewed by the designated purchasing officer, the financial manager, and subsequently must be approved by the board. 



For the acquisition of professional services (including engineering, architects, auditing, accounting, etc.), the proposed scope of work must go out to a competitive sealed bid and may only be approved [The Board of Directors/ Other Governing Body] after receiving at least three competitive bids. 
Unauthorized Purchases
The following are examples of purchases that occur outside of normal purchasing policies or procedures and are therefore strictly prohibited. Should any of these unauthorized purchases occur, disciplinary actions will be taken, up to and including termination. 
· Order Splitting: Splitting a purchase into smaller portions in order to avoid bidding requirements is prohibited. 
· Personal Purchases: System officials, employees, nor their family members may utilize the systems contacts and purchasing processes to obtain any goods or services for personal use. 
· False Pretense: Any purchases made for personal use under the pretense of use by the system is prohibited. This is considered an act of theft. 
· Unapproved Purchases: Acquiring goods or services without proper approval is prohibited. 
· Unauthorized Additions to Purchase Orders: Any changes made to a purchase order must be made through a change order and must receive approval from the appropriate authorities. If changes or additions to a requisition are not made in time, then another purchase requisition must be made for those items/services. 
Procurement Record Maintenance
· Purchase requisitions: Every order should start with a purchase requisition. This requisition should include the items being purchased and quantities, and then once available, the suppliers name, prices, and delivery dates.
· Invoices: Ensure all invoices are reviewed and approved by the proper personnel (accounts payable, purchasing officer) prior to payment being made.
· Receipts: File receipts and/or proof of delivery documents (PODs) with the original requisition and invoice to maintain proper tracking of all orders. 
· Vendor Contacts: Maintain several vendor contacts for all routine products and services in the case of urgent purchases.
Any changes made to this policy must be reviewed and approved by [The Board of Directors/ Other Governing Body]. The designated purchasing officer and all employees involved with making purchases for the system will read and sign the Procurement Policy Certification Statement (Appendix. C). 
[bookmark: _Toc175837055]Checks 
[Most/ All (if all, delete credit card policy section below and section 5.4 Credit Card Control Procedures under Internal Financial Controls section)] payments by the System shall be made by check. Return of customer deposits shall be by check. System transfer of funds from operating or revenue accounts and vice versa, shall also be made by check. All System checks shall be signed by two persons designated by [The Board of Directors/ Other Governing Body]. Individuals will not sign on checks to which they are the payee. Any amount over [$$] will require additional signatures and/or approval by [The Board of Directors/ Other Governing Body]. Check payments will follow all Cash Disbursement Control Procedures (section 5.3). 
[bookmark: _Toc175837056]Cash/petty cash on hand
[The Board of Directors/ Other Governing Body] may allow for the creation of a petty cash fund, not to exceed [$$] for the purpose of making change for customer cash payments, and small purchases of less than [$$]. The petty cash fund shall NOT be used to cash checks of employees or others. The petty cash fund will also NOT be used to purchase supplies, repairs, or for regular operation and maintenance items included in the budget. Customer cash payments should be deposited directly into the bank in accordance with Accounts Receivable policies and procedures, and not into the petty cash fund. As part of monthly closing procedures, the petty cash balance in the register will be reconciled with the General Ledger. Receipts and logs will be maintained in accordance with Records Retention and Sensitive Data Security Policies (section 5.7). 
[bookmark: _Toc175837057]Credit Card Usage Policy
A credit card in the name of [Water System Name] will only be assigned and used by the appropriate personnel, such as the designated purchasing officer. Any person authorized to use a company credit card will sign the Credit Card Use Agreement and Acknowledgment Statement (Appendix D.) acknowledging and agreeing to the terms and conditions associated with using a company credit card. Individuals authorized to use a credit card can make purchases up to [$$] on authorized purchases, all other purchases must be preapproved by [The Board of Directors/ Other Governing Body]. Any ineligible costs will be reimbursed by the individual assigned the company credit card within thirty (30) days of purchase. Issuance of company credit cards and establishment of credit card limits is the responsibility of [The Board of Directors/ Other Governing Body] or [Water Superintendent/ Water Division Manager]. All credit card holders will adhere to Credit Card Control Procedures (section 5.4). 
All purchases will be logged in the accounting software and/or general ledger within [48 hours/one week/etc.] of purchase or upon return from travel. Purchase receipts will be kept in accordance with Records Retention and Sensitive Data Security Policies (section 5.7) policies and procedures and will be subject to monthly bank reconciliation procedures. All credit balances will be paid in full each month.  
Unauthorized Use
Unauthorized use of credit cards, including unapproved purchases and suspected fraudulent activity, and lost or stolen cards will be reported to [The Board of Directors/ Other Governing Body] immediately. Freezing or canceling of company credit cards and/or termination of an authorized user will be made at the discretion of [The Board of Directors/ Other Governing Body] based on evidence of misuse or unauthorized use. Disciplinary action for improper use of credit cards will be taken, up to and including termination of employment. Credit cards are not authorized to be used for the following:
· Cash advances
· Personal use
· Purchase of materials, property and/or service from a family member
· Purchase of long lead-time items
· Purchase of alcoholic beverages, gifts, personal telephone calls, personal email or internet usage, and other items as outlined by [The Board of Directors/ Other Governing Body]
· Any nonbusiness-related activities
[bookmark: _Toc175837058]Bank Reconciliation
Each month or within thirty (30) days of receiving a bank statement, all financial transactions within the accounting system and/or general ledger will be reconciled with bank statement information by the [Operations Manager/ Financial Manager/ Lead Water Operator] or [Accountant/ Clerk/ Bookkeeper] Adjustments will be made as needed. Documents will certify that all entries are accurate and correspond with GAAP, and that all reconciling items have been identified and included. All bank reconciliations and supporting documents will be saved for the annual audit process in accordance with records Record Retention and Sensitive Data Security Policies (section 5.7). Upon completion the [Accountant/ Clerk/ Bookkeeper] will submit to the [Operations Manager/ Financial Manager/ Lead Water Operator] for review and [The Board of Directors/ Other Governing Body] will have final approval. Using appendix E. as a cover sheet, all bank reconciliations will be signed and dated by authorized personnel to include date of completion, review, and approval then included in the monthly book closing and reporting.
Information for completing a bank reconciliation includes the following:
· General ledger account balance
· Bank statement(s)
· Deposits recorded in the general ledger not yet received and recorded by the bank.
· Checks written and recorded in the general ledger not yet cleared.
[bookmark: _Toc175837059]Book Closing & Reporting
[Water System Name] will conduct an orderly, timely, and comprehensive review of all General Ledger accounts, as directed by the [Water Superintendent/ Water Division Manager] or [Operations Manager/ Financial Manager/ Lead Water Operator], on a regular basis and will provide the [Operations Manager/ Financial Manager/ Lead Water Operator] or [Accountant/ Clerk/ Bookkeeper] with the necessary reports, who will promptly report in writing on the state of [Water System Name]’s finances to the board. Using appendix E. as a cover sheet, all financial reports will be signed and dated by authorized personnel to include date of completion, review, and approval. Documents will be saved for the annual audit process in accordance with Record Retention and Sensitive Date Security Policies (section 5.7).
[bookmark: _Toc175837060]Financial Reports
Monthly
Upon receipt of the monthly bank account statement and reconciliation of internal financial records, the [Water Superintendent/ Water Division Manager]  [Accountant/ Clerk/ Bookkeeper] will review all applicable documents to create a written report on the state of [Water System Name]’s finances. 
Monthly financial reports shall provide beginning and ending balances for all operating and reserve accounts of the System, along with a copy of the bank reconciliation report with any noted discrepancies. It will also include a detailed list of all cleared checks and other debits, cleared deposits and other credits, outstanding but uncleared debit or credit transactions, and ending book balances. In addition to monthly financial reports, [The Board of Directors/ Other Governing Body] shall receive monthly billing information – total billing, number of customers, total gallons sold, total gallons produced, etc.
A summary of past due accounts receivable (number and total amount) shall be prepared and reviewed by [The Board of Directors/ Other Governing Body] each month, in addition to the financial report. 
Annually/Quarterly
Upon receipt of the monthly bank account statement for the twelfth month of the fiscal year, [Water System Name] will provide the [Operations Manager/ Financial Manager/ Lead Water Operator]  and , [The Board of Directors/ Other Governing Body] with the following reports:
· Annual Profit and Loss Statement showing income and expenses by budget category;
· End of Year Balance Sheet showing all organizational assets and liabilities as of the last day of the fiscal year.
Annual financial reports will be provided promptly to all members of the board for review. They will also be made available to any member who requests the reports. Such reports will be made available at all member meetings, including preliminary budgets and interim and final reports of income and expenses. 
[bookmark: _Toc175837061]Audit reports
Audit reports shall be prepared annually covering financial operations for the previous fiscal year. Audit reports shall be completed by an independent public accountant, with experience in auditing similar organizations. [Water System Name] will cooperate with the annual audit by providing the independent external auditor access to books and records as necessary to carry out the audit function. The board will elect an Audit Committee to oversee the audit of [Water System Name]’s books and financial records and to ensure the PWS has established proper internal controls. 
The Audit Committee’s responsibilities may include:
· Acting as a liaison to the independent external auditor.
· Selection and review of the independent external auditor and review of the fee to be paid for services rendered.
· Review, along with the independent external auditor, [Water System Name]’s annual financial statements and reports.
· Review and evaluation of the letter received from the independent external auditor and discussion of recommendations for any changes necessary to remedy problems identified in the letter. 
· Upon completion of the audit, review the processes with the auditor. Understand the auditor’s evaluation of management and discuss any difficulties or disagreements with management during the audit. Review all journal entries proposed by the auditor(s).
· Interact with management to implement and monitor internal financial controls and take steps to ensure possible risks of fraud and embezzlement are mitigated. 
· Ensure proper federal and state tax filings are completed in a timely manner.
· Understand [Water System Name]’s internal financial controls and have policies in place to update them as needed.
· Periodically review [Water System Name]’s insurance coverage and determine its adequacy.
· Make recommendations necessary to improve [Water System Name]’s efficiency and/or remedy problems identified by the committee or others. 
· Identify and monitor related party transactions and review any potential conflict of interest. Periodically review conflict of interest, ethics, and related party disclosure policies and update as needed.
· Monitor any legal matters that could impact the financial health and reporting of [Water System Name].
· Institute and oversee any special investigatory work as needed. 

[bookmark: _Toc175837062]Banking Policies, & Funding and Investment Plan

[The Board of Directors/ Other Governing Body] shall develop a long and short-term financial plan that forecasts future capital and operational needs of the System and provides a strategy for financing those future needs. Operational, financial, and administrative staff of [Water System Name] shall assist [The Board of Directors/ Other Governing Body] in developing these financial plans. 
[bookmark: _Toc175837063]Reserves Policy
It is the policy of [The Board of Directors/ Other Governing Body] that in order to maintain financial stability and self-sufficiency and achieve both long and short-term capital and operational needs into the future, each annual expense budget shall provide for financial reserves. The financial reserve funds shall be used for: 
● debt service reserve funds, 
● emergency funds for unforeseen breakdowns and System repair, 
● planned System expansions or improvements consistent with long range capital and operating needs. 
Debt Service Reserves: Debt Service Reserve funds shall be established and maintained in a separate account in an amount consistent with requirements of the System’s lenders.
Financial Reserve Accounts/Transfers: The Financial Reserves shall be maintained in separate deposit accounts. All Financial Reserve accounts shall be deposited in federally insured depositories, in interest bearing accounts. [Water System Name] will keep detailed records of all reserve transactions, with board minutes reflecting approval of all transfers or expenditures of reserve funds. 
Bank Accounts: [Water System Name] shall maintain appropriate, interest-bearing bank accounts for the operation of the System. Customer deposits shall be maintained in a separate interest-bearing account.
[bookmark: _Toc175837064]Capital Assets
Capital assets includes tangible or intangible assets used in operations having a useful life of more than one year. Capital assets include:
· Land, buildings (facilities), equipment, system components, treatment components, testing and analytical equipment, vehicles, and intellectual property (including software) acquired by purchase, construction, manufacture, lease-purchase, exchange, or through capital leases; and
· Additions, improvements, modifications, replacements, rearrangements, reinstallations, renovations or alterations to capital assets that materially increase their value or useful life (not ordinary repairs and maintenance). 
[Water System Name] shall comply with its Operation and Maintenance policy and procedures that provides guidance for employees to manage, upkeep, and safeguard [Water System Name]’s capital assets, including active management of assets with process in place for tracking additions and subtractions through purchases and donations, disposition, depreciation, and obsolescence.
In order to track capital assets and plan financially for future upgrades and/or replacements, [Water System Name] will maintain and update on a yearly basis an Asset Management Plan. At a minimum, the plan should include 1) asset classification (i.e. Building, Vehicle, Pump, Treatment, Pipe, etc.), 2) description and location of each asset, 3) installation/purchase year, 4) initial cost, 5) estimated year of failure, 6) consequences of failure, 7) probability of failure, and 8) cost to replace same or similar asset at estimated year of failure.
[bookmark: _Toc175837065]Funding and Investment Plan
On occasions when [Water System Name] has funds that exceed its monthly expenses, a portion of those funds will go to a conservative investment account as agreed upon by [The Board of Directors/ Other Governing Body]. No funds will be transferred by [Water System Name] to or from investment accounts (excluding transfers to and from a money market account) without approval of [The Board of Directors/ Other Governing Body]. Invested funds must be held in one or more accounts separate from other funds for [Water System Name]. [Water System Name] must invest in interest bearing accounts and in eligible investment instruments as determined by [The Board of Directors/ Other Governing Body] and other documents governing [Water System Name]. 
[bookmark: _Toc175837066]Short-term Funding Plan
Note: outline your system’s short-term funding plan here as agreed upon by [The Board of Directors/ Other Governing Body] and [Water Superintendent/ Water Division Manager]. Short-term funding should include: employment of certified staff, vehicle maintenance, equipment maintenance, purchase of water cost (if applicable), daily operating cost, etc.
[bookmark: _Toc175837067]Long-term Funding Plan
Note: outline your system’s long-term funding plan here as agreed upon by [The Board of Directors/ Other Governing Body] and [Water Superintendent/ Water Division Manager]. Long-term funding should include: meter replacements, service line repairs, storage tank and equipment replacement, and any other larger purchases. 
[bookmark: _Toc175837068]Investment Plan
Note: outline your system’s plan to use excess funds for investment purposes. Include details such as what can this money be spent on and how. Ensure funds are kept in a ‘risk-adverse’ account.
Withdrawal criteria
Note: outline the withdrawal criteria the system has set with the bank here. These controls could limit who can withdraw money from system account(s), when money can be withdrawn, and how much money can be withdrawn during a given period of time. 
System shall insure that a determined amount of money shall remain in reserve accounts to protect against any unexpected hardships.

[bookmark: _Toc175837069]Insurance and Bonding

[bookmark: _Toc175837070]Insurance
Insurance coverage shall be maintained which is adequate and necessary to protect the System against potential financial losses. Insurance coverage shall include but not be limited to:
· General Liability Insurance
· Vehicle Insurance
· Fire Insurance
· Property Damage Insurance
· Workers Compensation
0. [bookmark: _Toc175837071]Bonding
All persons having access to System funds, or with responsibilities for the receipt, handling, or expenditure of funds shall have fidelity bond coverage in an amount necessary to protect the financial assets of the System, and in accordance with state statutes and other legal requirements. The board shall regularly review for adequate coverage.
In other words, anyone who handles System money has to be “bonded.” Fidelity bonds are like insurance policies. If an employee steals money, the bond repays the amount stolen. The amount you bond people should be determined by the amount of money they’re handling. For example, it would be silly to pay for a $400,000 bond on a bookkeeper who only handles $50,000 at any one time.  

[bookmark: _Toc175837072]Internal Financial Controls

In addition to the policies and procedure outlined earlier in this document, [Water System Name] has established a number of internal financial control measures that: ensure the reliability and integrity of all financial documents and information; ensure compliance with all federal, state, and local laws and regulations; provide guidelines to identify and correct instances of noncompliance or fraud; and safeguard sensitive information and assets of the system from accidental loss or fraud.
In addition, [Water System Name] has established written policies and procedures to implement internal controls over cash handling and requirements for payment methods that: ensure there are sufficient funds to cover all system operations; ensure adequate handling of cash receipts from time of receipt to deposit; ensure payments are made only for approved purposes; and maintain adequate accounting records for cash receipts and payments. 
[bookmark: _Toc175837073]Separation of Duties            
Separation of Duties/Responsibilities: [The Board of Directors/ Other Governing Body] shall assure that there is proper division of responsibilities and functions among persons who receive, deposit, account for, and expend funds, in order to minimize the potential for loss, the unauthorized use, or record errors of System assets. In cases where over-lapping or incompatible duties must be assigned to the same individual (i.e. in an office with fewer than four total employees), controls such as adequate monitoring and managerial oversight will help mitigate risks. 
· Individuals involved in purchasing, signing checks, adjusting accounts, and extending credit will be different from individuals involved in recording disbursements and/or receipts, maintaining accounts receivable records, or cash handling such as receiving and depositing funds or preparing checks. 
· Individuals involved in reconciliation of bank statements to the cash of receipts and disbursements will not be the same as individuals who prepare checks, record checks, receive funds, and prepare bank deposits, and/or record receipts. 
Find example segregation of duties for small offices in appendix F.
Note: this is just an example of how to achieve adequate or good segregation of duties. This was not designed to provide ultimate answers for every possible situation. Board members and managers will always have to review their specific office and make decisions over internal controls based on their circumstances and risks for their office. 
[bookmark: _Toc175837074]Cash Collection Control Procedures
When receiving cash, checks and money orders all employees will abide by the following policies and procedures to prevent mismanagement and misuse of funds. 
· Payments by cash, checks and money orders may only be received by designated personnel of [Water System Name]. All mail in payments will be opened by [Operations Manager/ Financial Manager/ Lead Water Operator] or [Accountant/ Clerk/ Bookkeeper], any checks received will immediately be stamped “For Deposit Only” and two (2) copies made. [The Board of Directors/ Other Governing Body] or [Water Superintendent/ Water Division Manager] or [Operations Manager/ Financial Manager/ Lead Water Operator] will issue a receipt and accounts receivable will be deposited into the bank where [Water System Name] has an approved depository agreement.
· Deposits will be made no less frequently than once per week, regardless of amount accumulated, or when amount reaches [$$]. When cash is retained in the office overnight, it must be stored in a locked, fireproof cabinet or safe. Cash payments will be deposited within 24 business hours. 
· Each employee who is designated to receive cash will have their own cash drawer. Each employee should count their drawer at the end of every shift/work day. 
· The bank deposit slip will be prepared and include each of the cash receipt numbers making up the deposit and complete details as to the amount of coin, currency, and checks deposited. A copy will be kept for monthly bank reconciliation procedures. 
· All payments will be deposited intact with the appropriate deposit slip to provide additional record. Under no circumstances will any disbursement be made from payments received.
· Payments received will be recorded by [Operations Manager/ Financial Manager/ Lead Water Operator] or [Accountant/ Clerk/ Bookkeeper] in the individual accounts receivable records on the day of receipt or soon thereafter, even if money is not yet deposited. Cash receipt numbers will be recorded both on the deposit slip and the account receivable records.
· The employee designated by the [The Board of Directors/ Other Governing Body] or [Water Superintendent/ Water Division Manager] as having responsibility for general ledger maintenance will be responsible for posting the accounts receivable record. The [The Board of Directors/ Other Governing Body] or [Water Superintendent/ Water Division Manager] or [Operations Manager/ Financial Manager/ Lead Water Operator] or employee designated in by [The Board of Directors/ Other Governing Body] will make the bank deposits. 
[bookmark: _Toc175837075]Receipts
A receipt shall be issued for all payments collected so there is an official record of the transaction and possible disputes are prevented. 
· Receipts will be assigned through the accounting software system. One part will be given to the resident and a copy, having the same number, will be provided to the employee designated by the [The Board of Directors/ Other Governing Body] or [Water Superintendent/ Water Division Manager] as having responsibility for general ledger maintenance.
· Receipts will contain, at a minimum, the following information: 1) name of the account holder being credited with the payment, 2) date, 3) amount of payment, and 4) method of payment (cash, check, etc.)
· The supply of unassigned receipts will be adequately safeguarded and kept in the custody of designated personnel of the Finance Department. 
[bookmark: _Toc175837076]Cash Disbursement Control Procedures
Only [The Board of Directors/ Other Governing Body], or persons so designated by [The Board of Directors/ Other Governing Body] such as the [Water Superintendent/ Water Division Manager], and [Operations Manager/ Financial Manager/ Lead Water Operator], shall have authorization to incur financial obligations on behalf of the System. Authorized personnel are able to:
· Procure products and services through requisitions, check requests, or credit card services.
· Sign contracts and change orders for an authorized amount.
· Sign checks.
All transactions must be supported by accurate and reasonably detailed documentation. 
[bookmark: _Toc175837077]Check Signing Procedures and Policies
All disbursements shall be made by check. The [The Board of Directors/ Other Governing Body] may approve other forms of disbursement, such as wire or electronic funds transfers as necessary. 
Employee(s) designated by the [Operations Manager/ Financial Manager/ Lead Water Operator] shall initiate each transaction by completing a “check request” form, which shall be presented to the [Operations Manager/ Financial Manager/ Lead Water Operator] for approval. All check request forms shall contain enough narrative description to specifically identify the purposes of the payment and the account to which the cost will be charged. 
The [Operations Manager/ Financial Manager/ Lead Water Operator] shall review the request and attached supporting documentation for completeness and accuracy. Shall ensure the vendor’s invoice/billing statement accords with the terms of the purchase, that goods have been received and conform to specifications and/or services billed have been fully rendered, that adjustments of amounts billed are accurate, that amounts to be charged are correct, and that funds are available for payment. The [Operations Manager/ Financial Manager/ Lead Water Operator] shall then submit the checks and supporting invoices for processing. 
· All checks require at least two (2) authorized signatures. The [Operations Manager/ Financial Manager/ Lead Water Operator] shall oversee the proper notification of the System’s banks whenever authorized signature changes are made. 
· All checks shall be pre-printed and shall bear the name and address of the System. 
· All checks must be pre-numbered and used in sequence. Voided checks must be retained and recorded. 
· The supply of unused checks shall be adequately safeguarded in a fireproof cabinet or safe. 
· The [Operations Manager/ Financial Manager/ Lead Water Operator] or designee shall prepare checks.
· Checks shall never be written for “cash”.
· Checks shall not be signed or countersigned in advance of being completely filled out. Each check shall be accompanied by adequate supporting documentation, including invoices, travel vouchers, etc.
· No individual shall sign a check on which he/she is the payee.
· Check signers shall review each check carefully and shall not sign any check that lacks appropriate supporting documentation or exhibits signs of alteration. If it is necessary to change a check, the check must be voided and a new check issued.
· The signed check shall be mailed or delivered to the payee by the [Accountant/ Clerk/ Bookkeeper] or designee.
[bookmark: _Toc175837078]Payroll Disbursement
Refer to [Water System Name]’s payroll policy for full details. The system shall have written authorizations on file for all employees that cover their rates of pay, withholdings and deductions. The [Operations Manager/ Financial Manager/ Lead Water Operator] or designee shall establish adequate timekeeping controls (including the use of time sheets) and there shall be supervisory review and approval of all employee time/leave records prior to issuance of a check. The [Operations Manager/ Financial Manager/ Lead Water Operator] or designee shall prepare payroll checks. 
[bookmark: _Toc175837079]Credit Card Control Procedures
With consent of [The Board of Directors/ Other Governing Body], credit cards may be issued to designated employees of [Water System Name] consistent with their job duties and demonstrated professional responsibility. Credit cards are for authorized business expenditures of [Water System Name] and are not intended to be used by employees as a substitute for personal credit cards. 
The [Water Superintendent/ Water Division Manager] must authorize business expenses before charges are incurred on company credit card(s) in accordance with applicable policies, procedures and practices, included in this document. The [Water Superintendent/ Water Division Manager] may authorize valid business expenses in writing retroactively. 
Employees shall submit receipts for all expenses charged to the company credit card(s) to the [Operations Manager/ Financial Manager/ Lead Water Operator] or designee within one (1) week of the transaction. 
The [Operations Manager/ Financial Manager/ Lead Water Operator] or designee shall examine billings for all company credit cards to ensure that all charges are valid. If there are incorrect charges, the [Operations Manager/ Financial Manager/ Lead Water Operator] or designee must notify the [Water Superintendent/ Water Division Manager] immediately then complete and return any forms necessary to dispute such charges. If an employee with knowledge of an incorrect or disputable charge fails to report such a charge within a reasonable time, he or she may be liable to [Water System Name] for any resultant charges and may be subject to disciplinary action up to an including termination of employment. 
Employees who incur ineligible or disallowable costs on company credit cards shall reimburse [Water System Name] within thirty (30) calendar days of the date such charges were incurred and may be subject to disciplinary action up to and including termination of employment. 
Finance charges, late fees, and/or penalties associated with credit card use shall be avoided and shall not be paid with [Water System Name] funds. Employees who incur charges, late fees, and/or penalties on company credit card(s) may be held liable for reimbursement to [Water System Name]. 
Charges shall not be incurred in excess of the credit card’s established credit limits. If a higher limit is required, a request for a new card limit and supporting documentation shall be submitted to the [Water Superintendent/ Water Division Manager] for approval. 
Lost or stolen credit cards shall be reported to the [Operations Manager/ Financial Manager/ Lead Water Operator] and to the credit card company immediately and not later than the first business day after discovery of the loss. Employees who fail to report lost or stolen credit cards may be held liable for any charges and may be subject to disciplinary action up to an including termination of employment.
Employees shall surrender company credit card(s): (1) upon demand by the System, (2) when there is no longer a business need for the card, and/or (3) upon termination of employment. Cancelled credit cards shall be returned immediately to the[The Board of Directors/ Other Governing Body] and properly destroyed. Surrender or cancellation of credit cards does not discharge any responsibilities incurred up to and including the date of such action. 
[bookmark: _Toc175837080]Budgets and Reports
The [Operations Manager/ Financial Manager/ Lead Water Operator] or [Accountant/ Clerk/ Bookkeeper] or designee shall reconcile bank statements of [Water System Name] at least once a month. Discrepancies between any books of account, financial statements, and/or bank statements shall be reported to the [Water Superintendent/ Water Division Manager] and/or [The Board of Directors/ Other Governing Body], to be promptly investigated and resolved. 
All personnel will comply with Audit procedures and will not impede yearly audit by a third party. 
[bookmark: _Toc175837081]Financial Position and Operating Ratio
It shall be the policy of the system to:
· maintain an operating ratio of 1.25 or greater 
· investigate and address budget shortfalls if they occur
· stay current on all debt service payments
· not require funds from other division accounts to operate
· track and regularly report any bad debt
System will keep track of their “operating ratio”. Operating Ratio is the amount of revenue vs. the total amount of expenses for a system. The Minimum operating ratio for a water system is 1 – that means there is enough revenue to cover expenses. In order for a water system to stay financially healthy, an operating ratio of greater than 1 must be maintained. An operating ratio of 1.25 indicates that revenue is 125% of expenses. This allows for adequate carry-over at the end of the year and sufficient revenue to make the recommended reserve account transfers. A related term, “coverage ratio” is used by some lenders which means that revenue is sufficient to cover all expenses including long-term debt. Each lending institution may have their own requirements on the level of coverage ratio a borrower must maintain over the term of the debt.
[bookmark: _Toc175837082]Record Retention and Sensitive Data Security Policies
[bookmark: _Toc175837083]Records Retentions
All financial records, including original source documentation, purchase requisitions, cancelled checks, and bank statements in paper or electronic form shall be retained by [Water System Name] for a time period, in accordance with legal requirements and recommended accounting procedures. No paper or electronic documents will be destroyed or deleted if pertinent to any ongoing or anticipated government investigation or proceeding or private litigation.
Electronic and paper documents to be retained permanently:
· Governance records – charter and amendments, Bylaws, other organizational documents, governing board and board committee minutes.
· Tax records – filed state and federal tax returns/reports and supporting records, tax exemption determination letter and related correspondence, files related to tax audits. 
· Intellectual property records – copyright and trademark registrations and samples of protected works.
· Financial records – audited financial statements, attorney contingent liability letters.
To be retained for three (3) years:
· Lease, insurance, and contract/license records – software license agreements; vendor, hotel, and service agreements; independent contractor agreements; employment agreements; consultant agreements; and all other agreements (retain during the term of the agreements and for three years after the termination, expiration or non-renewal of each agreement).
· Correspondence files, past budgets, bank statements, publications, employee manuals/policies and procedures, survey information.
· All other paper records, documents, and files.
To be retained for one (1) year: 
· All other electronic records, documents, and files – may be deleted from all individual computers, data bases, networks, and back-up storage. 
Exceptions to these rules and terms for retention may be granted by the president of the board. 
[bookmark: _Toc175837084]Physical security
All physical documents with sensitive data, and cash/checks shall be retained in a fireproof, locked file cabinet or safe. All system property and equipment shall be stored in a secure place and/or maintained within a secure structure and behind secure fencing. 
[Water System Name] shall maintain an Asset Management Plan which shall include a list of all capital assets for inventory control purposes, and records of individual capital assets shall be kept and periodically (at least annually) updated. 
[bookmark: _Toc175837085]Cybersecurity
Note: this section is meant as a general cybersecurity policy only. Your system should conduct a full cyber risk and vulnerability assessment to better understand the specific issues your system might face. 
The cybersecurity policy of [Water System Name] outlines guidance and procedures for preserving the security of important data and to prevent unauthorized access to sensitive information and technologies. 
All employees will undergo [yearly] cybersecurity training that includes how to spot malicious activities and how to respond should a cyber incident occur. 
Employees will practice due diligence in the protection of confidential data and help to maintain restricted access to all [Water System Name]’s water treatment systems connected to the internet, i.e. SCADA. Employees are advised to keep both their personal and company-issued computer, tablet, and cell phone secure by following these policies: 
· Keep all devices password protected.
· Install and keep up to date any approved antivirus software.
· Do not leave devices exposed or unattended that may contain sensitive data or access to water treatment systems. 
· Install security updates of browsers and systems monthly or as soon as they are available. 
· Log onto company accounts and systems through secure and private networks only. 
· Do not access internal systems and accounts from other people’s devices or lend devices to others. 
Passwords
Employees are required to change their computer password every [##] days. All computers will be set to lock after ten (10) minutes of inactivity. Passwords must have at least eight (8) characters (including capital and lower-case letters, numbers, and symbols). Avoid passwords that are easily guessed such a birthday, anniversaries, and names of family or pets. DO NOT write down passwords. Employees should keep passwords in a secure password manager if needed. Employees will not share their password with any other employee. Each employee will have their own unique log-in account. 
Backups
Backups of the network are performed every night. Backups are retained for 2 weeks. Access to data and servers requires two factor authorization.
Remote Access
Only individuals as deemed necessary by [The Board of Directors/ Other Governing Body] will be given remote access to water treatment plant systems. Each employee will be given a unique account for remote access. Employees will not share these accounts with any other employee. 
Upon termination of employment, [Water System Name] will remove employee accounts and all access to water treatment systems that day. 
Incident Report
All actual and suspected incidents will be reported immediately to the [Water Superintendent/ Water Division Manager] and [The Board of Directors/ Other Governing Body] will be informed of what incident occurred and what actions were taken to resolve the incident. 




[bookmark: _Toc175837086]Appendix A. Code of Ethics Statement
[bookmark: _Hlk150175929]
The undersigned person:
· Acknowledges they have read and understand the entity’s Code of Ethics contained herein, and 
· By their signature below acknowledges an agreement with the spirit and intent of the code, and 
· Agrees to report to the [The Board of Directors/ Other Governing Body] /[Water Superintendent/ Water Division Manager] or another individual in a leadership position any possible conflicts of interest (other than those disclosed below) which may develop while performing their assigned activities on behalf of the entity, and
· Will report any known or suspected violations of the Code of Ethics to the [The Board of Directors/ Other Governing Body] /[Water Superintendent/ Water Division Manager] or another individual in a leadership position.
INITIAL ONE:
	_______ I am not aware of any conflict of interest
	_______ I have a conflict of interest in the following area(s):
	________________________________________________________________________

DATE: ____________________________
PRINT NAME: ____________________________________________________
SIGNATURE: _____________________________________________________
[bookmark: _Toc175837087]
Appendix B. Meter Reading and Billing Policy Acknowledgement Statement
“I have reviewed the meter reading and billing policy contained in section 2.3.iii of this document and I sign below to signify that I acknowledge all that is contained. I, to the best of my ability, will carry out all policy components and requirements.”
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Acknowledgment by additional employees:
	Print Name
	Signature Name
	Position Title
	Date

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	






[bookmark: _Toc175837088]Appendix C. Procurement Policy Certification Statement
“I have reviewed the policy contained in section 2.4.ii and sign below to signify that I acknowledge all that is contained. I, to the best of my ability, will carry out all policy components and requirements.”
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	Signature Name
	
	Date



Acknowledgment by additional employees:
	Name (Print)
	Name (Signature)
	Position Title
	Date

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	






[bookmark: _Toc175837089]Appendix D. Credit Card Use Agreement and Acknowledgment Statement
The undersigned person:
· Acknowledges they have read and understand the entity’s Credit Card Usage Policy contained herein, and 
· By their signature below acknowledges an agreement for proper use and handling of company credit cards, and 
· Agrees to report to the [The Board of Directors/ Other Governing Body] /[Water Superintendent/ Water Division Manager] or another individual in a leadership position any unauthorized or unapproved use of company credit cards, and
· Will report any known or suspected suspicious credit card activity to the [The Board of Directors/ Other Governing Body] /[Water Superintendent/ Water Division Manager] or another individual in a leadership position.
DATE: ____________________________
PRINT NAME: ____________________________________________________
SIGNATURE: _____________________________________________________
[bookmark: _Toc175837090]
Appendix E. Period-End Review and Closing

	Document ID
	Report Title
	Date

	####
	Monthly Financial Report/Year-end Financial Report/etc.
	Mm/dd/yyyy

	[bookmark: _Hlk156390902]Prepared By
	Name/ Title
	Mm/dd/yyyy

	Reviewed By
	Name/ Title
	Mm/dd/yyyy

	Approved By
	Name/ Title
	Mm/dd/yyyy

	Revision ## 
	Effective
	Mm/dd/yyyy
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[bookmark: _Toc175837091]Appendix F. Example Segregation of Duties
	TABLE 1. CASH RECEIPTS ACCOUNTING PROCEDURE SEPARATION OF DUTIES (EXAMPLE ONE PERSON OFFICE)

	Staff Title
	Duties

	
	Accounts receivable & Cash Receipts
	Accounts Payable, Payroll & Purchasing
	Banking & Record Keeping

	Employee 1: [Water Superintendent/ Water Division Manager]
	· Receive cash payments, issue receipts (except mail in checks).
· Maintain cash drawer and reconcile at end of day.
· Disburse petty cash as needed.
· Open mail (preferably 2 people), stamp checks "Deposit Only", make a list of checks/cash. 
· Count cash/check and prepare daily/weekly deposit.
· Verify deposit slips.
· Send out billings (operations staff generates billings through meter usage readings).
· Post payments to accounts.
· Adjust customer accounts.
· Perform collections.
· Handle customer concerns.
· Record credit/debits in accounting software
	· Preliminary review of payroll register. 
· File payroll taxes (or 3rd party vendor/county auditor).
· Process payroll and prepare payroll checks.
· Record receipt of goods and services.
· Reconcile accounts payable to bank statements.
· Process invoices and payments to vendors, including prepping electronic payments.
· Prepare checks for payment to vendors (or 3rd party vendor/ county auditor).
· Serve as audit officer. 
· Edit vendor files.
· Obtain and review bids.
· Issue purchase orders.
· Evaluate potential vendors.
· Participate in vendor selection and negotiation.
	· Conduct periodic inventory review.
· Fulfill request orders.
· Receive and check new materials and record.
· Maintain inventory/assets list and adjust as necessary.
· Reconcile financial transactions on bank statements to those in accounting records at least monthly, detect any irregularities (or 3rd party vendor/county auditor).
· Record general ledger entries.
· Reconcile general ledger at least monthly (or 3rd party vendor/ county auditor)

	Oversight: [The Board of Directors/ Other Governing Body]
	· Reconcile petty cash.
· Issue mail-in check receipts.
· Deposit cash/checks with the bank.
· Approve adjustments to customer accounts, customer write-offs, customer refunds, and payment plans.
· Monitor aging reports.
· Verify receipt records.
· Establish fees, cash receipting and revenue collection policies.

	· Approve employee time sheets & payroll.
· Authorize payroll pay.
· Distribute payroll.
· Add new employees and adjust wage rate.
· Approve payroll increases.
· Final review of payroll register.
· Establish compensation and benefits policy.
· Sign employee contracts.
· Authorize and sign checks.
· Issue refunds where necessary.
· Authorize invoices for payment.
· Mail checks to vendors.
· Final review and payroll authorization (including electronic payments).
· Review and approve purchase orders, including purchases above $5,000.
· Review and approve final vendor contracts. 
· Establish policies and procedures.
· Participate in vendor selection and negotiation.
	· Review asset listing/ inventory.
· Establish policies and procedures.
· Monitor inventory and perform periodic audits.
· Review and approve reconciliation.
· Perform interbank transfers and act as signer on bank accounts.
· Monitor bank activities.
· Examine audit logs/general ledger and review for discrepancies. 
· Review and approve general ledger reconciliation.





	TABLE 1. CASH RECEIPTS ACCOUNTING PROCEDURE SEPARATION OF DUTIES (EXAMPLE TWO PERSON OFFICE)

	Staff Title
	Duties

	
	Accounts receivable & Cash Receipts
	Accounts Payable, Payroll & Purchasing
	Banking & Record Keeping

	Employee 1: [Accountant/ Clerk/ Bookkeeper]
	· Receive cash payments, issue receipts (except mail in checks), maintain cash drawer and reconcile at end of day.
· Reconcile petty cash.
· Open mail (preferably 2 people), stamp checks "Deposit Only", make a list of checks/cash.
· Count cash/check and prepare daily/weekly deposit.
· Verify deposit slips.
· Send out billings (operations staff generates billings through meter usage readings).
· Post payments to accounts.
· Adjust customer accounts.
· Perform collections.
· Handle customer concerns.
· Record credit/debits in accounting software.
	· File payroll taxes.
· Process payroll and prepare payroll checks.
· Record receipt of goods and services.
· Reconcile accounts payable to bank statements.
· Prepare checks for payment to vendors.
· Serve as audit officer.
· Edit vendor files.
· Obtain and review bids.
· Review and approve purchase orders (or purchase officer).
· Participate in vendor selection and negotiation.
	· Conduct periodic inventory review.
· Fulfill request orders.
· Receive and check new materials and record.
· Reconcile financial transactions on bank statements to those in accounting records at least monthly, detect any irregularities.
· Record general ledger entries.
· Reconcile general ledger at least monthly

	Employee 2: [Water Superintendent/ Water Division Manager]
	· Receive cash payments, issue receipts (except mail in checks), maintain cash drawer and reconcile at end of day.
· Disburse petty cash as needed.
· Issue mail-in check receipts.
· Deposit cash/checks with the bank.
· Verify receipt records.
	· Approve employee time sheets & payroll.
· Preliminary review of payroll register.
· Distribute payroll.
· Issue refunds where necessary.
· Process invoices and payments to vendors, including prepping electronic payments.
· Authorize invoices for payment.
· Mail checks to vendors.
· Issue purchase orders.
· Evaluate potential vendors.
· Participate in vendor selection and negotiation.
	· Maintain inventory/assets list and make adjustments as necessary.
· Monitor inventory and perform periodic audits.
· Review and approve reconciliation.
· Examine audit logs/general ledger and review for discrepancies.
· Review and approve general ledger reconciliation.

	Oversight: [The Board of Directors/ Other Governing Body]
	· Establish fees, cash receipting and revenue collection policies.
· Approve adjustments to customer accounts, customer write-offs, customer refunds, and payment plans.
· Monitor aging reports.
	· Authorize payroll pay.
· Add new employees and adjust wage rate.
· Approve payroll increases.
· Final review of payroll register.
· Establish compensation and benefits policy.
· Sign employee contracts.
· Authorize and sign checks.
· Final review and pay authorization (including electronic payments).
· Review and approve purchases above $5,000.
· Review and approve final vendor contracts.
· Establish policies and procedures.
· Participate in vendor selection and negotiation
	· Review asset listing/ inventory.
· Establish policies and procedures.
· Perform interbank transfers.
· Act as signer on bank accounts.
· Monitor bank activities.




	TABLE 1. CASH RECEIPTS ACCOUNTING PROCEDURE SEPARATION OF DUTIES (EXAMPLE THREE PERSON OFFICE)

	Staff Title
	Duties

	
	Accounts receivable & Cash Receipts
	Accounts Payable, Payroll & Purchasing
	Banking & Record Keeping

	Employee 1: [Accountant/ Clerk/ Bookkeeper]
	· Receive cash payments, issue receipts (except mail in checks), maintain cash drawer and reconcile at end of day.
· Disburse petty cash as needed.
· Open mail (preferably 2 people), stamp checks "Deposit Only", make a list of checks/cash.
· Count cash/check and prepare daily/weekly deposit.
· Send out billings (operations staff generates billings through meter usage readings).
· Post payments to accounts.
· Adjust customer accounts.
· Perform collections.
· Handle customer concerns. 
· Record credit/debits in accounting software.
	· File payroll taxes.
· Distribute payroll.
· Issue refunds where necessary.
· Record receipt of goods and services.
· Prepare checks for payment to vendors.
· Serve as audit officer.
· Obtain and review bids.
· Review and approve purchase orders (or purchase officer).
	· Conduct periodic inventory review.
· Fulfill request orders.
· Receive and check new materials and record.
· Reconcile financial transactions on bank statements to those in accounting records at least monthly, detect any irregularities.
· Record general ledger entries.
· Reconcile general ledger at least monthly.

	Employee 2: [Operations Manager/ Financial Manager/ Lead Water Operator]
	· Receive cash payments, issue receipts (except mail in checks), maintain cash drawer and reconcile at end of day.
· Reconcile petty cash.
· Verify deposit slips.
· Verify receipt records.
	· Preliminary review of payroll register.
· Process payroll and prepare payroll checks.
· Reconcile accounts payable to bank statements.
· Mail checks to vendors.
· Edit vendor files.
· Review and approve purchase orders (or purchase officer).
· Participate in vendor selection and negotiation.
	· Review asset listing/ inventory.
· Examine audit logs/general ledger and review for discrepancies. 

	Employee 3: [Water Superintendent/ Water Division Manager]
	· Deposit cash/checks with the bank.
· Issue mail-in check receipts
	· Approve employee time sheets & payroll.
· Process invoices and payments to vendors, including prepping electronic payments.
· Authorize invoices for payment.
· Issue purchase orders.
· Evaluate potential vendors.
· Participate in vendor selection and negotiation.
	· Maintain inventory/assets list and adjust as necessary.
· Monitor inventory and perform periodic audits. 
· Review and approve reconciliations.

	Oversight: [The Board of Directors/ Other Governing Body]
	· Establish fees, cash receipting and revenue collection policies.
· Approve adjustments to customer accounts, customer write-offs, customer refunds, and payment plans.
· Monitor aging reports.
· Establish fees, cash receipting and revenue collection policies
	· Authorize payroll pay.
· Add new employees and adjust wage rate.
· Approve payroll increases.
· Final review of payroll register.
· Establish compensation and benefits policy.
· Sign employee contracts.
· Authorize and sign checks.
· Final review and pay authorization (including electronic payments).
· Review and approve purchases above $5,000.
· Review and approve final vendor contracts. 
· Establish policies and procedures.
Participate in vendor selection and negotiation.
	· Establish policies and procedures.
· Perform interbank transfers.
· Act as signer on bank accounts.
· Monitor bank activities. 
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