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How Did We Get Here?
T h e  S p e e d  o f  a  C r a w l

2001 2025
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FCI – Federal Contract Information

Contracts issued by the acquisition team acting on behalf of the DoD. 
“Information, not intended for public release, provided by, or generated for the Government 

under a contract to develop or deliver a product or service to the Government.”

CUI – Controlled Unclassified Information

Data generated under the contract or used to manufacture goods as part of a contract.
“Information the Government creates or possesses, or that an entity creates or possesses for or 

on behalf of the Government, that a law, regulation or Government-wide policy requires or 
permits an agency to handle using safeguarding or dissemination controls.”

Sensitivity of Shared Data
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Which Supply Chains Process, Store or Transmit CUI?
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Title 32 of the Code of Federal Regulations (C.F.R.)
General 

Information

Key Elements of 
the CUI Program

CUI Program 
Management
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Defense Federal Acquisition Regulation Supplement 
(DFARS) in Title 48 of the C.F.R
h t t p s : / / w w w . e c f r . g o v / c u r r e n t / t i t l e - 4 8 / c h a p t e r - 2

Purchasing vehicle: 252.204-7012 Which goes into 
all solicitations (RFP’s and/or contracts) where CUI 

will be generated or shared.
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What is it?

Submit malicious software

Implement the controls within NIST 
SP 800-171 by Dec 31, 2017Amended in 2016 to 

provide for safeguarding of 
CUI when being stored, 
processed, or transmitted 
through a contractor’s 
internal information system 
or network 

Requirements

If CUI is processed, stored or 
transmitted via cloud, it must be 
“Authorized” at FedRAMP 
Moderate or High (Government 
Cloud)

Facilitate damage assessment

DFARS Clause 252.204-7012; Safeguarding Covered Defense 
Information And Cyber Incident Reporting

Report cyber incidents within 72 
hours of discovery 
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DIBCAC Assessment Results

How many passed?
Zero. Zip. Nada. 

No skin in the game =
No compliance

DFARS 252.204-7012
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DFARS clause 252.204-7021
Cybersecurity Maturity Model 
Certification Requirements 

Introduces CMMC model & gives 
2025 deadline

DFARS clause 252.204-7020
NIST SP 800-171 DoD Assessment 
Requirements 

Requires a contractor to provide the 
Government with access to its 
facilities; covers subcontractors as 
well

DFARS clause 252.204-7019
Notice of NIST SP 800-171 DoD 
Assessment  Requirements

Called for the formal reporting of the 
SPRS score based on the weighted 
methodology to reflect current 
adherence to NIST 800-171 controls 
by Dec 31, 2017

Regulation (DFARS 252.204-7012) - based on trust by adding a 
verification component with respect to cybersecurity requirements

DFARS Family of Interim Rules
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How Did We Get Here?
T h e  S p e e d  o f  a  C r a w l

2001 2025
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What is Happening in the DIB – NOW?
S M B ’s  i n  t h e  S u p p l y  C h a i n

Source: RSAC Transforming 3rd 
Party Risk Management Executive 

Summary, Oct 2023
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CMMC Brief Overview
CMMC is  NOT the requi rements .   CMMC is  the 
program that  assesses the requi rements .
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NIST 800-171 – Required Controls to be Implemented
Domain Level 1 Controls Level 2 Controls Grand Total
Access Control 4 18 22
Audit & Accountability 9 9
Awareness & Training 3 3
Configuration Management 9 9
Identification & Authentication 2 9 11
Incident Response 3 3
Maintenance 6 6
Media Protection 1 8 9
Personnel Security 2 2
Physical Protection 4 2 6
Risk Assessment 3 3
Security Assessment 4 4
System and Communications 
Protection 2 14 16

System and Information Integrity 4 3 7
All Domains 17 93 110
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CUI Assets process, store, or transmit CUI as follows: 

• Process – CUI can be used by an asset (e.g., accessed, entered, edited, generated, manipulated, or printed). 
• Store – CUI is inactive or at rest on an asset (e.g., located on electronic media, in system component memory, 
or in physical format such as paper documents). 
• Transmit – CUI is being transferred from one asset to another asset (e.g., data in transit using physical or 
digital transport methods). 

CUI Assets are part of the CMMC Assessment Scope and are assessed against applicable CMMC practices. 
In addition, the contractor is required to: 

• document these assets in asset inventory; 
• document these assets in the SSP; and 
• provide a network diagram of the assessment scope (to include these assets) to facilitate scoping discussions 
during the pre-assessment. 

Applicable to:  Asset Category CUI
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CMMC Will Impact:  Everything in Scope

People

Process

Technology

Facility
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The SMB/DIB Challenge
N O  M A G I C  B U L L E T
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Identify CMMC 
Level

Engage with 
CMMC 

Professional

Identify Scope

Conduct gap 
assessment

Complete all 
projects

Perform 
Assessment

Maintain CMMC 
Assessment Level 

Organizations 
Seeking 

Certification 
(OSC)

Organizations Seeking Certification (OSC)
Organizations Seeking Assessment (OSA)

Average time for 
implementation:  
18-24 months
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The DoD CMMC Timeline

CMMC 2.0
AU G  2 0 2 2 :
V O L U N TA RY C M M C  
A S S E S S M E N T S  
S TA RT E D

2020 2021 2022 2023 2024 2025

CMMC 2.0 D E C  2 0 2 3 :

CMMC 
PUBLISHED !

J AN  2 0 2 5 :

CMMC 
Certi f ications 
Start
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Consequences of Non-Compliance

Failure to comply results in 
the loss of a contract

CMMC compliance (i.e., 
certification) is required at the 

time of award of a contract 
and must be checked by the 
contracting officer within the 

SPRS system prior to any 
award or other contract 

action.  

Contractual Liability

DFARS 7012 requires that “the 
contractor shall, prior to 

awarding to a subcontractor, 
ensure that the subcontractor 

has a current (i.e., not older than 
1 year for self-attestation or 3 

years for L2 formal certification) 
CMMC certificate at the CMMC 
level that is appropriate for the 
information that is being flowed 

down to the subcontractor.”  

False Claims Act

False Claims Act (FCA), 31 U.S.C. §§ 
3729 – 3733 is a  federal statute 

originally enacted in 1863 in response 
to defense contractor fraud during the 
American Civil War. The FCA provided 

that any person who knowingly 
submitted false claims to the 

government was liable for double the 
government’s damages plus a penalty 

of $2,000 for each false claim.  
The FCA has been amended several 

times and now provides that violators 
are liable for treble damages plus a 

penalty linked to inflation. 
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Shared Responsibilities
W H E R E  S E R V I C E S  A N D  L I A B I L I T Y  S TA R T  &  E N D
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File ServerEngineer

Engineer’s 
Laptop

Office 
Administration 

and 
Management

Firewall
Joe’s Super 

Airplane Parts

Office 
Administration 

Laptops

External Service Providers: MSP (Managed Service 
Provider)
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File Server
Engineer

Engineer’s 
Laptop

Office 
Administration 

and 
Management

Firewall

MSP Staff MSP Tech 
Laptop

Log 
Server

Patch 
Server

Vulnerability 
Scanner

Joe’s Super 
Airplane Parts

Office 
Administration 

Laptops

Firewall

VPN 
Connection

Betty’s Super MSP

External Service Providers: MSP (Managed Service 
Provider)
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Firewall

MSSP Staff

MSSP Laptop

Incident Response

All Clear MSSP

SIEM Alerts 
& Automation

Identity & Password 
Management

Security Monitoring & 
Footage

External Service Providers: MSSP (Managed Security 
Service Provider)

MSSP Audit 
Logging & 

Review
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CMMC Control “Inheritance”
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6/2/2023

The Ability to Achieve CMMC Certification Hinges Directly on 
the Quality of the Shared Responsibility Matrix



Summit 7 - Public



Summit 7 - Public

Copyright © 2024 Summit 7 Systems, LLC. All rights reserved. 

Most Important Questions When Selecting a Service Provider

• Is the MSP focused on the DIB as their largest vertical?
• What is the MSP’s current NIST SP 800-171A score?
• When is the MSP going to be ready for their own CMMC L2 

assessment?
• Does the MSP employ individuals that are accredited as 

CCPs, CCAs, or RPAs?  (RP is not a proof of knowledge)
• Does the MSP have a SRM they can share with you?
• Does the MSP include the SRM in their contract?



Summit 7 - Public

Resources
D O N ’ T  G O  I N  A L O N E !
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Plenty of Help Out There!

Groups and Associations that are 
Worth Checking Out:

• https://www.summit7.us
• https://www.mspcollective.org – 

Industry Association of MSPs/ 
MSSPs dedicated to serving the 
Defense Industrial Base

• https://cooey.life – Discord Group
• https://www.c3paoforum.org/ - 

Assessor Position Papers
• https://www.cmmcaudit.org – 

CMMC updates and resources

Training Resources:

• Edwards Performance Solutions 
– CCP and CCA classes

• GRC Academy
• Wise Technology 

People in the Know:

Jacob Horne, Caleb Leidy, Amira Armond, Scott Edwards, Carly Logan, Joy 
Beland, Jason Sproesser, Koren Wise, Allison Giddens - LinkedIn

https://cooey.life/
https://cooey.life/
https://cooey.life/
https://www.c3paoforum.org/
https://www.c3paoforum.org/
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Questions?

310.590.9288 apex@summit7.us
Joy.beland@summit7.us 

info.summit7.us

mailto:apex@summit7.us
mailto:Joy.beland@summit7.us
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